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 Preface
 
 Apache: The Definitive Guide is principally about the Apache web server software. We explain what a web server is and how it works, but our assumption is that most of our readers have used the World Wide Web and understand in practical terms how it works, and that they are now thinking about running their own servers to offer material to the hungry masses. This book takes the reader through the process of acquiring, compiling, installing, configuring, and modifying Apache. We exercise most of the package’s functions by showing a set of example sites that take a reasonably typical web business—in our case, a postcard publisher—through a process of development and increasing complexity. However, we have deliberately not tried to make each site more complicated than the last. Most of the chapters refer to an illustrative site that is as simple as we could make it. Each site is pretty well self-contained so that the reader can refer to it while following the text without having to disentangle the meat there from extraneous vegetables. If desired, it is perfectly possible to install and run each site on a suitable system. Perhaps it is worth saying what this book is not. It is not a manual, in the sense of formally documenting every command—such a manual exists on the Apache site and has been much improved with Version 1.3; we assume that if you want to use Apache, you will download it and keep it at hand. Rather, if the manual is a roadmap that tells you how to get somewhere, this book tries to be a tourist guide that tells you why you might want to make the journey. It also is not a book about HTML or creating web pages, or one about web security or even about running a web site. These are all complex subjects that should either be treated thoroughly or left alone. A compact, readable book that dealt thoroughly with all these topics would be most desirable.
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 Preface
 
 A webmaster’s library, however, is likely to be much bigger. It might include books on the following topics: •
 
 The Web and how it works
 
 •
 
 HTML—what you can do with it
 
 •
 
 How to decide what sort of web site you want, how to organize it, and how to protect it
 
 •
 
 How to implement the site you want using one of the available servers (for instance, Apache)
 
 •
 
 Handbooks on Java, Perl, and other languages
 
 •
 
 Security
 
 Apache: The Definitive Guide is just one of the six or so possible titles in the fourth category. Apache is a versatile package and is becoming more versatile every day, so we have not tried to illustrate every possible combination of commands; that would require a book of a million pages or so. Rather, we have tried to suggest lines of development that a typical webmaster should be able to follow once an understanding of the basic concepts is achieved. As with the first edition, writing the book was something of a race with Apache’s developers. We wanted to be ready as soon as Version 1.3 was stable, but not before the developers had finished adding new features. Unfortunately, although 1.3 was in “feature freeze” from early 1998 on, we could not be sure that new features might not become necessary to fix newly discovered problems. In many of the examples that follow, the motivation for what we make Apache do is simple enough and requires little explanation (for example, the different index formats in Chapter 7). Elsewhere, we feel that the webmaster needs to be aware of wider issues (for instance, the security issues discussed in Chapter 13) before making sensible decisions about his or her site’s configuration, and we have not hesitated to branch out to deal with them.
 
 Who Wrote Apache, and Why? Apache gets its name from the fact that it consists of some existing code plus some patches. The FAQ* thinks that this is cute; others may think it’s the sort of joke that
 
 * FAQ is netspeak for Frequently Asked Questions. Most sites/subjects have an FAQ file that tells you what the thing is, why it is, and where it is going. It is perfectly reasonable for the newcomer to ask for the FAQ to look up anything new to him or her, and indeed this is a sensible thing to do, since it reduces the number of questions asked. Apache’s FAQ can be found at http://www.apache.org/docs/FAQ.html.
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 xi
 
 gets programmers a bad name. A more responsible group thinks that Apache is an appropriate title because of the resourcefulness and adaptability of the American Indian tribe. You have to understand that Apache is free to its users and is written by a team of volunteers who do not get paid for their work. Whether or not they decide to incorporate your or anyone else’s ideas is entirely up to them. If you don’t like this, feel free to collect a team and write your own web server. The first web server was built by the British physicist Tim Berners-Lee at CERN, the European Centre for Nuclear Research at Geneva, Switzerland. The immediate ancestor of Apache was built by the U.S. government in the person of NCSA, the National Center for Supercomputing Applications. This fine body is not to be confused with the National Computing Security Agency or the North Carolina Schools Association. Because this code was written with (American) taxpayers’ money, it is available to all; you can, if you like, download the source code in C from www. ncsa.uiuc.edu, paying due attention to the license conditions. There were those who thought that things could be done better, and in the FAQ for Apache (at http://www.apache.org ) we read: ...Apache was originally based on code and ideas found in the most popular HTTP server of the time, NCSA httpd 1.3 (early 1995).
 
 That phrase “of the time” is nice. It usually refers to good times back in the 1700s or the early days of technology in the 1900s. But here it means back in the deliquescent bogs of a few years ago! While the Apache site is open to all, Apache is written by an invited group of (we hope) reasonably good programmers. One of the authors of this book, Ben, is a member of this group. Why do they bother? Why do these programmers, who presumably could be well paid for doing something else, sit up nights to work on Apache for our benefit? There is no such thing as a free lunch, so they do it for a number of typically human reasons. One might list, in no particular order: •
 
 They want to do something more interesting than their day job, which might be writing stock control packages for BigBins, Inc.
 
 •
 
 They want to be involved on the edge of what is happening. Working on a project like this is a pretty good way to keep up-to-date. After that comes consultancy on the next hot project.
 
 •
 
 The more worldly ones might remember how, back in the old days of 1995, quite a lot of the people working on the web server at NCSA left for a thing called Netscape and became, in the passage of the age, zillionaires.
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 •
 
 It’s fun. Developing good software is interesting and amusing and you get to meet and work with other clever people.
 
 •
 
 They are not doing the bit that programmers hate: explaining to end users why their treasure isn’t working and trying to fix it in 10 minutes flat. If you want support on Apache you have to consult one of several commercial organizations (see Appendix A), who, quite properly, want to be paid for doing the work everyone loathes.
 
 The Demonstration CD-ROM The CD-ROM that accompanies this book can be read by both Win32 and Unix systems. It contains the requisite README file with installation instructions and other useful information. The CD-ROM contains Apache distributions for Unix and Windows and the demonstration web sites referred to throughout the book. The contents of the CD-ROM are organized into four directories: distributions/ This directory contains Apache and Cygwin distributions: •
 
 apache_1.3.3.tar.gz
 
 Apache 1.3.3 Unix distribution.
 
 •
 
 apache_1_3_3.exe
 
 Apache 1.3.3 Windows distribution.
 
 •
 
 cygwin-b20/ directory Cygwin—Unix utilities for Windows. — readme.txt
 
 Read this first!
 
 — user.exe
 
 The (smaller) user distribution.
 
 — full.exe
 
 The (larger) complete distribution.
 
 install/ This directory contains scripts to install the sample sites: •
 
 install
 
 Run this script to install the sites.
 
 •
 
 install.conf
 
 Unix configuration file for install.
 
 •
 
 installwin.conf Win32 configuration file for install.
 
 sites/ This directory contains the sample sites used in the book. unpacked/ This directory contains unpacked distributions: •
 
 apache_1.3.3
 
 Apache unpacked with mod_reveal added.
 
 Conventions Used in This Book This section covers the various conventions used in this book.
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 Typographic Conventions Constant Width Used for HTTP headers, status codes, MIME content types, directives in configuration files, commands, options/switches, functions, methods, variable names, and code within body text Constant Width Bold Used in code segments to indicate input to be typed in by the user Constant Width Italic Used for replaceable items in code and text Italic Used for filenames, pathnames, newsgroup names, Internet addresses (URLs), email addresses, variable names (except in examples), terms being introduced, program names, subroutine names, CGI script names, hostnames, usernames, and group names
 
 Icons Text marked with this icon applies to the Unix version of Apache. Text marked with this icon applies to the Win32 version of Apache.
 
 The owl symbol designates a note relating to the surrounding text.
 
 The turkey symbol designates a warning related to the surrounding text.
 
 Pathnames We use the text convention .../ to indicate your path to the demonstration sites, which may well be different from ours. For instance, on our Apache machine, we kept all the demonstration sites in the directory /usr/www. So, for example, our path would be /usr/www/site.simple. You might want to keep the sites somewhere other than /usr/www, so we refer to the path as .../site.simple. Don’t type .../ into your computer. The attempt will upset it!
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 Directives Apache is controlled through roughly 150 directives. For each directive, a formal explanation is given in the following format: Directive Syntax Where used
 
 An explanation of the directive is located here. So, for instance, we have the following directive: ServerAdmin ServerAdmin email address Server config, virtual host
 
 ServerAdmin gives the email address for correspondence. It automatically generates error messages so the user has someone to write to in case of problems. The “where used” line explains the appropriate environment for the directive. This will become clearer later.
 
 Organization of This Book The chapters that follow and their contents are listed here: Chapter 1, Getting Started Covers web servers, how Apache works, TCP/IP, HTTP, hostnames, what a client does, what happens at the server end, choosing a Unix version, and compiling and installing Apache under both Unix and Win32. Chapter 2, Our First Web Site Discusses getting Apache to run, creating Apache users, runtime flags, permissions, and site.simple. Chapter 3, Toward a Real Web Site Introduces a demonstration business, Butterthlies, Inc.; some HTML; default indexing of web pages; server housekeeping; and block directives. Chapter 4, Common Gateway Interface (CGI) Demonstrates aliases, logs, HTML forms, shell script, a CGI in C, environment variables, and adapting to the client’s browser. Chapter 5, Authentication Explains controlling access, collecting information about clients, cookies, DBM control, digest authentication, and anonymous access.
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 xv
 
 Chapter 6, MIME, Content and Language Negotiation Covers content and language arbitration, type maps, and expiration of information. Chapter 7, Indexing Discusses better indexes, index options, your own indexes, and imagemaps. Chapter 8, Redirection Describes Alias, ScriptAlias, and the amazing Rewrite module. Chapter 9, Proxy Server Covers remote proxies and proxy caching. Chapter 10, Server-Side Includes Explains runtime commands in your HTML and XSSI—a more secure serverside include. Chapter 11, What’s Going On? Covers server status, logging the action, and configuring the log files. Chapter 12, Extra Modules Discusses authentication, blocking, counters, faster CGI, languages, server-side scripting, and URL rewriting. Chapter 13, Security Discusses Apache’s security precautions, validating users, binary signatures, virtual cash, certificates, firewalls, packet filtering, secure sockets layer (SSL), legal issues, patent rights, national security, and Apache-SSL directives. Chapter 14, The Apache API Describes pools; per-server, per-directory, and per-request information; functions; warnings; and parsing. Chapter 15, Writing Apache Modules Covers status codes; module structure; the command table; the initializer, translate name, check access, check user ID, check authorization and check type routines; prerun fixups; handlers; the logger; and a complete example. Appendix A, Support Organizations Provides a list of commercial service and/or consultation providers. Appendix B, The echo Program Provides a listing of echo.c. Appendix C, NCSA and Apache Compatibility Contains Apache Group internal mail discussing NCSA/Apache compatibility issues. Appendix D, SSL Protocol Provides the SSL specification.
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 Appendix E, Sample Apache Log Contains a listing of the full log file referenced in Chapter 11. In addition, the Apache Quick Reference Card provides an outline of the Apache 1.3.4 syntax.
 
 Acknowledgments First, thanks to Robert S. Thau, who gave the world the Apache API and the code that implements it, and to the Apache Group, who worked on it before and have worked on it since. Thanks to Eric Young and Tim Hudson for giving SSLeay to the Web. Thanks to Bryan Blank, Aram Mirzadeh, Chuck Murcko, and Randy Terbush, who read early drafts of the first edition text and made many useful suggestions; and to John Ackermann, Geoff Meek, and Shane Owenby, who did the same for the second edition. Thanks to Paul C. Kocher for allowing us to reproduce SSL Protocol, Version 3.0, in Appendix D, and to Netscape Corporation for allowing us to reproduce echo.c in Appendix B. We would also like to offer special thanks to Andrew Ford for giving us permission to reprint his Apache Quick Reference Card. Many thanks to Robert Denn, our editor at O’Reilly, who patiently turned our text into a book—again. The two layers of blunders that remain are our own contribution. And finally, thanks to Camilla von Massenbach and Barbara Laurie, who have continued to put up with us while we rewrote this book.
 
 Apache: The Definitive Guide, Second Edition, eMatter Edition Copyright © 1999 Ben Laurie and Peter Laurie. All rights reserved.
 
 Chapter 1
 
 1 Getting Started
 
 When you connect to the URL of someone’s home page—say the notional http:// www.butterthlies.com/ we shall meet later on—you send a message across the Internet to the machine at that address. That machine, you hope, is up and running, its Internet connection is working, and it is ready to receive and act on your message. URL stands for Universal Resource Locator. A URL such as http://www.butter-thlies. com/ comes in three parts: <method>:///
 
 So, in our example, <method> is http, meaning that the browser should use HTTP (Hypertext Transfer Protocol); is www.butterthlies.com; and is “/”, meaning the top directory of the host. Using HTTP/1.1, your browser might send the following request: GET / HTTP/1.1 Host: www.butterthlies.com
 
 The request arrives at port 80 (the default HTTP port) on the host www. butterthlies.com. The message is again in three parts: a method (an HTTP method, not a URL method), that in this case is GET, but could equally be PUT, POST, DELETE, or CONNECT; the Uniform Resource Identifier (URI) “/”; and the version of the protocol we are using. It is then up to the web server running on that host to make something of this message. It is worth saying here—and we will say it again—that the whole business of a web server is to translate a URL either into a filename, and then send that file back over the Internet, or into a program name, and then run that program and send its output back. That is the meat of what it does: all the rest is trimming.
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 Chapter 1: Getting Started
 
 The host machine may be a whole cluster of hypercomputers costing an oil sheik’s ransom, or a humble PC. In either case, it had better be running a web server, a program that listens to the network and accepts and acts on this sort of message. What do we want a web server to do? It should: •
 
 Run fast, so it can cope with a lot of inquiries using a minimum of hardware.
 
 •
 
 Be multitasking, so it can deal with more than one inquiry at once.
 
 •
 
 Be multitasking, so that the person running it can maintain the data it hands out without having to shut the service down. Multitasking is hard to arrange within a program: the only way to do it properly is to run the server on a multitasking operating system. In Apache’s case, this is some flavor of Unix (or Unix-like system), Win32, or OS/2.
 
 •
 
 Authenticate inquirers: some may be entitled to more services than others. When we come to virtual cash, this feature (see Chapter 13, Security) becomes essential.
 
 •
 
 Respond to errors in the messages it gets with answers that make sense in the context of what is going on. For instance, if a client requests a page that the server cannot find, the server should respond with a “404” error, which is defined by the HTTP specification to mean “page does not exist.”
 
 •
 
 Negotiate a style and language of response with the inquirer. For instance, it should—if the people running the server can rise to the challenge—be able to respond in the language of the inquirer’s choice. This ability, of course, can open up your site to a lot more action. And there are parts of the world where a response in the wrong language can be a bad thing. If you were operating in Canada, where the English/French divide arouses bitter feelings, or in Belgium, where the French/Flemish split is as bad, this feature could make or break your business.
 
 •
 
 Offer different formats. On a more technical level, a user might want JPEG image files rather than GIF, or TIFF rather than either of the former. He or she might want text in vdi format rather than PostScript.
 
 •
 
 Run as a proxy server. A proxy server accepts requests for clients, forwards them to the real servers, and then sends the real servers’ responses back to the clients. There are two reasons why you might want a proxy server: — The proxy might be running on the far side of a firewall (see Chapter 13), giving its users access to the Internet. — The proxy might cache popular pages to save reaccessing them.
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 Be secure. The Internet world is like the real world, peopled by a lot of lambs and a few wolves.* The wolves like to get into the lambs’ folds (of which your computer is one) and, when there, raven and tear in the usual wolfish way. The aim of a good server is to prevent this happening. The subject of security is so important that we will come back to it several times before we are through.
 
 These are services that the developers of Apache think a server should offer. There are people who have other ideas, and, as with all software development, there are lots of features that might be nice—features someone might use one day, or that might, if put into the code, actually make it work better instead of fouling up something else that has, until then, worked fine. Unless developers are careful, good software attracts so many improvements that it eventually rolls over and sinks like a ship caught in an Arctic ice storm. Some ideas are in progress: in particular, various proposals for Apache 2.0 are being kicked around. The main features Apache 2.0 is supposed to have are multithreading (on platforms that support it), layered I/O, and a rationalized API. If you have bugs to report or more ideas for development, look at http://www. apache.org/bug_report.html. You can also try news:comp.infosystems.www. servers. unix, where some of the Apache team lurk, along with many other knowledgeable people, and news:comp.infosystems.www.servers.ms-windows.
 
 How Does Apache Work? Apache is a program that runs under a suitable multitasking operating system. In the examples in this book, the operating systems are Unix and Windows 95/98/ NT, which we call Win32. The binary is called httpd under Unix and apache.exe under Win32† and normally runs in the background. Each copy of httpd/apache that is started has its attention directed at a web site, which is, for practical purposes, a directory. For an example, look at site.toddle on the demonstration CDROM. Regardless of operating system, a site directory typically contains four subdirectories: conf Contains the configuration file(s), of which httpd.conf is the most important. It is referred to throughout this book as the Config file. * We generally follow the convention of calling these people the Bad Guys. This avoids debate about “hackers,” which, to many people, simply refers to good programmers, but to some means Bad Guys. We discover from the French edition of this book that in France they are Sales Types—dirty fellows. † This double name is rather annoying, but it seems that life has progressed too far for anything to be done about it. We will, rather clumsily, refer to httpd/apache and hope that the reader can pick the right one.
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 htdocs Contains the HTML scripts to be served up to the site’s clients. This directory and those below it, the web space, are accessible to anyone on the Web and therefore pose a severe security risk if used for anything other than public data. logs Contains the log data, both of accesses and errors. cgi-bin Contains the CGI scripts. These are programs or shell scripts written by or for the webmaster that can be executed by Apache on behalf of its clients. It is most important, for security reasons, that this directory not be in the web space. In its idling state, Apache does nothing but listen to the IP addresses and TCP port or ports specified in its Config file. When a request appears on a valid port, Apache receives the HTTP request and analyzes the headers. It then applies the rules it finds in the Config file and takes the appropriate action. The webmaster’s main control over Apache is through the Config file. The webmaster has some 150 directives at his or her disposal; most of this book is an account of what these directives do and how to use them to reasonable advantage. The webmaster also has half a dozen flags he or she can use when Apache starts up. Apache is freeware: the intending user downloads the source code and compiles it (under Unix) or downloads the executable (for Windows) from www. apache.org or a suitable mirror site. You can also load the source code from the demonstration CD-ROM included with this book, although it is not the most recent. Although it sounds like a difficult business to download the source code and configure and compile it, it only takes about 20 minutes and is well worth the trouble. Under Unix, the webmaster also controls which modules are compiled into Apache. Each module provides the code to execute a number of directives. If there is a group of directives that aren’t needed, the appropriate modules can be left out of the binary by commenting their names out in the configuration file * that controls the compilation of the Apache sources. Discarding unwanted modules reduces the size of the binary and may improve performance. Under Windows, Apache is normally precompiled as an executable. The core modules are compiled in, and others are loaded, if needed, as dynamic link librar-
 
 * It is important to distinguish between the configuration file used at compile time and the Config file used to control the operation of a web site.
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 ies (DLLs) at runtime, so control of the executable’s size is less urgent. The DLLs supplied in the .../apache/modules subdirectory are as follows: APACHE~1 APACHE~2 APACHE~3 APACHE~4 APACHE~5 APACHE~6 APACHE~7 APACHE~8 APACHE~9 APACH~10
 
 DLL DLL DLL DLL DLL DLL DLL DLL DLL DLL
 
 5,120 5,632 6,656 6,144 5,120 46,080 35,328 6,656 10,752 6,144
 
 19/07/98 19/07/98 19/07/98 19/07/98 19/07/98 19/07/98 19/07/98 19/07/98 19/07/98 19/07/98
 
 11:47 11:48 11:47 11:48 11:48 11:48 11:48 11:48 11:47 11:48
 
 ApacheModuleAuthAnon.dll ApacheModuleCERNMeta.dll ApacheModuleDigest.dll ApacheModuleExpires.dll ApacheModuleHeaders.dll ApacheModuleProxy.dll ApacheModuleRewrite.dll ApacheModuleSpeling.dll ApacheModuleStatus.dll ApacheModuleUserTrack.dll
 
 What these are and what they do will become more apparent as we proceed. You can add other DLLs from outside suppliers; more will doubtless become available. It is also possible to download the source code and compile it for Win32 using Microsoft Visual C++ v5.0. We describe this in ““Apache Under Windows,” later in this chapter. You might do this if you wanted to write your own module (see Chapter 15, Writing Apache Modules).
 
 What to Know About TCP/IP To understand the substance of this book, you need a modest knowledge of what TCP/IP is and what it does. You’ll find more than enough information in Craig Hunt and Robert Bruce Thompson’s books on TCP/IP,* but what follows is, we think, what is necessary to know for our book’s purposes. TCP/IP (Transmission Control Protocol/Internet Protocol) is a set of protocols enabling computers to talk to each other over networks. The two protocols that give the suite its name are among the most important, but there are many others, and we shall meet some of them later. These protocols are embodied in programs on your computer written by someone or other; it doesn’t much matter who. TCP/ IP seems unusual among computer standards in that the programs that implement it actually work, and their authors have not tried too much to improve on the original conceptions. TCP/IP only applies where there is a network. Each computer on a network that wants to use TCP/IP has an IP address, for example, 192.168.123.1. There are four parts in the address, separated by periods. Each part corresponds to a byte, so the whole address is four bytes long. You will, in consequence, seldom see any of the parts outside the range 0–255.
 
 * Windows NT TCP/IP Network Administration, by Craig Hunt and Robert Bruce Thompson (O’Reilly & Associates), and TCP/IP Network Administration, Second Edition, by Craig Hunt (O’Reilly & Associates).
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 Although not required by protocol, by convention there is a dividing line somewhere inside this number: to the left is the network number and to the right, the host number. Two machines on the same physical network—usually a local area network (LAN)—normally have the same network number and communicate directly using TCP/IP. How do we know where the dividing line is between network number and host number? The default dividing line is determined by the first of the four numbers: if the value of the first number is: •
 
 0–127 (first byte is 0xxxxxxx binary), the dividing line is after the first number, and it is a Class A network. There are few class A networks—125 usable ones—but each one supports up to 16,777,214 hosts.
 
 •
 
 128–191 (first byte is 10xxxxxx binary), the dividing line is after the second number, and it is a Class B network. There are more class B networks— 16,382—and each one can support up to 65,534 hosts.
 
 •
 
 192–223 (first byte is 110xxxxx binary), the dividing line is after the third number, and it is a Class C network. There is a huge number of class C networks— 2,097,150—but each one supports a paltry 254 hosts.
 
 The remaining values of the first number, 224–255, are not relevant here. Network numbers—the left-hand part—that are all 0s* or all 1s† in binary are reserved and therefore not relevant to us either. These addresses are as follows: •
 
 0.x.x.x
 
 •
 
 127.x.x.x
 
 •
 
 128.0.x.x
 
 •
 
 191.255.x.x
 
 •
 
 192.0.0.x
 
 •
 
 223.255.255.x
 
 It is often possible to bypass the rules of Class A, B, and C networks using subnet masks. These allow us to further subdivide the network by using more of the bits for the network number and less for the host number. Their correct use is rather technical, so we leave it to the experts. You do not need to know this information in order to run a host, because the numbers you deal with are assigned to you by your network administrator or are
 
 * An all-0 network address means “this network.” This is defined in STD 5 (RFC 791). † An all-1 network address means “broadcast.” This is also defined in STD 5 (RFC 922). In practice, broadcast network addresses are not very useful, and, indeed, some of these “reserved” addresses have already been used for other purposes; for example, 127.0.0.1 means “this machine,” by convention.
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 just facts of the Internet. But we feel you should have some understanding in order to avoid silly conversations with people who do know about TCP/IP. It is also relevant to virtual hosting because each virtual host (see Chapter 3, Toward a Real Web Site) must have its own IP address (at least until HTTP/1.1 is in wide use). Now we can think about how two machines with IP addresses X and Y talk to each other. If X and Y are on the same network, and are correctly configured so that they have the same network number and different host numbers, they should be able to fire up TCP/IP and send packets to each other down their local, physical network without any further ado. If the network numbers are not the same, TCP/IP sends the packets to a router, a special machine able, by processes that do not concern us here, to find out where the other machine is and deliver the packets to it. This communication may be over the Internet or might occur on your wide area network (WAN). There are two ways computers use TCP/IP to communicate: UDP (User Datagram Protocol) A way to send a single packet from one machine to another. It does not guarantee delivery, and there is no acknowledgment of receipt. It is nasty for our purposes, and we don’t use it. TCP (Transmission Control Protocol) A way to establish communications between two computers. It reliably delivers messages of any size. This is a better protocol for our purposes.
 
 How Does Apache Use TCP/IP? Let’s look at a server from the outside. We have a box in which there is a computer, software, and a connection to the outside world—a piece of Ethernet or a serial line to a modem, for example. This connection is known as an interface and is known to the world by its IP address. If the box had two interfaces, they would each have an IP address, and these addresses would normally be different. One interface, on the other hand, may have more than one IP address (see Chapter 3). Requests arrive on an interface for a number of different services offered by the server using different protocols: •
 
 Network News Transfer Protocol (NNTP): news
 
 •
 
 Simple Mail Transfer Protocol (SMTP): mail
 
 •
 
 Domain Name Service (DNS)
 
 •
 
 HTTP: World Wide Web
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 The server can decide how to handle these different requests because the fourbyte IP address that leads the request to its interface is followed by a two-byte port number. Different services attach to different ports: •
 
 NNTP: port number 119
 
 •
 
 SMTP: port number 25
 
 •
 
 DNS: port number 53
 
 •
 
 HTTP: port number 80
 
 As the local administrator or webmaster, you can (if you really want) decide to attach any service to any port. Of course, if you decide to step outside convention, you need to make sure that your clients share your thinking. Our concern here is just with WWW and Apache. Apache, by default, listens to port number 80 because it deals in WWW business. Port numbers below 1024 can only be used by the superuser (root, under Unix); this prevents other users from running programs masquerading as standard services, but brings its own problems, as we shall see. Under Win32 there is currently no real security beyond what you can provide yourself (using file permissions) and no superuser (at least, not as far as port numbers are concerned). This is fine if our machine is providing only one web server to the world. In real life, you may want to host several, many, dozens, or even hundreds of servers, which appear to the world to be completely different from each other. This situation was not anticipated by the authors of HTTP/1.0, so handling a number of hosts on one machine has to be done by a kludge, which is to assign multiple addresses to the same interface and distinguish the virtual host by its IP address. This technique is known as IP-intensive virtual hosting. Using HTTP/1.1, virtual hosts may be created by assigning multiple names to the same IP address. The browser sends a Host header to say which name it is using.
 
 Multiple Sites: Unix By happy accident, the crucial Unix utility ifconfig, which binds IP addresses to physical interfaces, often allows the binding of multiple IP numbers so that people can switch from one IP number to another and maintain service during the transition. In practical terms, on many versions of Unix, we run ifconfig to give multiple IP addresses to the same interface. The interface in this context is actually the bit of software—the driver—that handles the physical connection (Ethernet card, serial
 
 Apache: The Definitive Guide, Second Edition, eMatter Edition Copyright © 1999 Ben Laurie and Peter Laurie. All rights reserved.
 
 What the Client Does
 
 9
 
 port, etc.) to the outside. While writing this book, we accessed the practice sites through an Ethernet connection between a Windows 95 machine (the client) and a FreeBSD box (the server) running Apache.* In real life, we do not have much to do with IP addresses. Web sites (and Internet hosts generally) are known by their names, such as www.butterthlies.com or sales. butterthlies.com, which we shall meet later. On the authors’ system, these names both translate into 192.168.123.2.
 
 Multiple Sites: Win32 As far as we can discern, it is not possible to assign multiple IP addresses to a single interface under a standard Windows 95 system. On Windows NT it can be done via Control Panel ➝ Networks ➝ Protocols ➝ TCP/IP/Properties... ➝ IP Address ➝ Advanced. This means, of course, that IP-intensive virtual hosting is not possible on Windows 95.
 
 What the Client Does Once the server is set up, we can get down to business. The client has the easy end: it wants web action on a particular URL such as http://www.apache.org/. What happens? The browser observes that the URL starts with http: and deduces that it should be using the HTTP protocol. The “//” says that the URL is absolute,† that is, not relative to some other URL. The next part must be the name of the server, www. apache.org. The client then contacts a name server, which uses DNS to resolve this name to an IP address. At the time of writing, this address was 204.152.144.38.
 
 * Our environment was very untypical, since the whole thing sat on a desktop with no access to the Web. The FreeBSD box was set up using ifconfig in a script lan_setup, which contained the following lines: ifconfig ep0 192.168.123.2 ifconfig ep0 192.168.123.3 alias netmask 0xFFFFFFFF ifconfig ep0 192.168.124.1 alias The first line binds the IP address 192.168.123.2 to the physical interface ep0. The second binds an alias of 192.168.123.3 to the same interface. We used a subnet mask (netmask 0xFFFFFFFF) to suppress a tedious error message generated by the FreeBSD TCP/IP stack. This address was used to demonstrate virtual hosts. We also bound yet another IP address, 192.168.124.1, to the same interface, simulating a remote server in order to demonstrate Apache’s proxy server. The important feature to note here is that the address 192.168.124.1 is on a different IP network from the address 192.168.123.2, even though it shares the same physical network. No subnet mask was needed in this case, as the error message it suppressed arose from the fact that 192.168.123.2 and 192.168.123.3 are on the same network. Unfortunately, each Unix implementation tends to do this slightly differently, so these commands may not work on your system. Check your manuals! † Relevant RFCs are 1808, Relative URLs, and 1738, URLs.
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 One way to check the validity of a hostname is to go to the operating-system prompt* and type: > ping -c 5 www.apache.org
 
 or: % ping -c 5 www.apache.org
 
 If that host is connected to the Internet, a response is returned: PING www.apache.org (204.152.144.38): 56 data bytes 64 bytes from taz.apache.org (204.152.144.38): icmp_seq=0 64 bytes from taz.apache.org (204.152.144.38): icmp_seq=1 64 bytes from taz.apache.org (204.152.144.38): icmp_seq=2 64 bytes from taz.apache.org (204.152.144.38): icmp_seq=3 64 bytes from taz.apache.org (204.152.144.38): icmp_seq=4 --- www.apache.org ping statistics --5 packets transmitted, 5 packets received, 0% packet loss max = 1230/1456/1930 ms
 
 ttl=247 ttl=247 ttl=247 ttl=247 ttl=247
 
 time=1380 time=1930 time=1380 time=1230 time=1360
 
 ms ms ms ms ms
 
 round-trip min/avg/
 
 The web address http://www.apache.org doesn’t include a port because it is port 80, the default, and the browser takes it for granted. If some other port is wanted, it is included in the URL after a colon—for example, http://www.apache.org:8000/. The URL always includes a path, even if is only “/”. If the path is left out by the careless user, most browsers put it back in. If the path were /some/where/foo.html on port 8000, the URL would be http://www.apache.org:8000/some/where/foo.html. The client now makes a TCP connection to port number 8000 on IP 204.152.144. 38, and sends the following message down the connection (if it is using HTTP/1. 0): GET /some/where/foo.html HTTP/1.0
 
 These carriage returns and line feeds (CRLF) are very important because they separate the HTML header from its body. If the request were a POST, there would be data following. The server sends the response back and closes the connection. To see it in action, connect again to the Internet, get a command-line prompt, and type the following: % telnet www.apache.org 80 > telnet www.apache.org 80
 
 telnet generally expects the hostname followed by the port number. After connection, type: GET /announcelist.html HTTP/1.0†
 
 * The operating-system prompt is likely to be “>” (Win95) or “%” (Unix). When we say, for instance, “Type % ping,” we mean, “When you see ‘%’, type ‘ping’.” † Note that we use HTTP/1.0 rather than 1.1 simply because it is easier and all known servers (particularly Apache) still support it.
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 Since telnet also requires CRLF as the end of every line, it sends the right thing for you when you hit the Return key. Some implementations of telnet rather unnervingly don’t echo what you type to the screen, so it seems that nothing is happening. Nevertheless, a whole mess of response streams past: GET /announcelist.html HTTP/1.0 HTTP/1.1 200 OK Date: Sun, 15 Dec 1996 13:45:40 GMT Server: Apache/1.3 Connection: close Content-Type: text/html Set-Cookie: Apache=arachnet784985065755545; path=/ <TITLE>Join the Apache-Users Mailing List Join the Apache-Announce Mailing List  The apache-announce mailing list has been set up to inform people of new code releases, bug fixes, security fixes, and general news and information about the Apache server. Most of this information will also be posted to comp.infosystems.www.servers.unix, but this provides a more timely way of accessing that information. The mailing list is one-way, announcements only. 
 To subscribe, send a message to [email protected] with the words "subscribe apache-announce" in the body of the message. Nope, we don't have a web form for this because frankly we don't trust people to put the right address. Connection closed by foreign host.
 
 What Happens at the Server End? We assume that the server is well set up and running Apache. What does Apache do? In the simplest terms, it gets a URL from the Internet, turns it into a filename, and sends the file (or its output)* back down the Internet. That’s all it does, and that’s all this book is about! Three main cases arise: •
 
 The Unix server has a standalone Apache that listens to one or more ports (port 80 by default) on one or more IP addresses mapped onto the interfaces
 
 * Usually. We’ll see later that some URLs may refer to information generated completely within Apache.
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 of its machine. In this mode (known as standalone mode), Apache actually runs several copies of itself to handle multiple connections simultaneously. •
 
 The server is configured to use the Unix utility inetd, which listens on all ports it is configured to handle. When a connection comes in, it determines from its configuration file, /etc/inetd.conf, which service that port corresponds to and runs the configured program, which can be an Apache in inetd mode. It is worth noting that some of the more advanced features of Apache are not supported in this mode, so it should only be used in very simple cases. Support for this mode may well be removed in future releases of Apache.
 
 •
 
 On Windows, there is a single process with multiple threads. Each thread services a single connection. This currently limits Apache to 64 simultaneous connections, because there’s a system limit of 64 objects for which you can wait at once. This is something of a disadvantage because a busy site can have several hundred simultaneous connections. It will probably be improved in Apache 2.0.
 
 All the cases boil down to an Apache with an incoming connection. Remember our first statement in this section, namely, that the object of the whole exercise is to resolve the incoming request into a filename, a script, or some data generated internally on the fly. Apache thus first determines which IP address and port number were used by asking the operating system where the connection is connecting to. Apache then uses the IP address, port number—and the Host header in HTTP/ 1.1—to decide which virtual host is the target of this request. The virtual host then looks at the path, which was handed to it in the request, and reads that against its configuration to decide on the appropriate response, which it then returns. Most of this book is about the possible appropriate responses and how Apache decides which one to use.
 
 Which Unix? We experimented with SCO Unix and QNX, which both support Apache, before settling on FreeBSD as the best environment for this exercise. The whole of FreeBSD is available—free—from http://www.freebsd.org, but sending $69.95 (plus shipping) to Walnut Creek (at http://www.cdrom.com) gets you four CD-ROMs with more software on them than you can shake a stick at, including all the source code, plus a 1750-page manual that should just about get you going. Without Walnut Creek’s manual, we think FreeBSD would cost a lot more than $69.95 in spiritual self-improvement. If you use FreeBSD, you will find (we hope) that it installs from the CD-ROM easily enough, but that it initially lacks several things you will need later. Among
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 these are Perl, Emacs, and some better shell than sh (we like bash and ksh), so it might be sensible to install them straightaway from their lurking places on the CDROM. Linux supports Apache, and most of the standard distributions include it. However, the default position of the Config files may vary from platform to platform, though usually on Linux they are to be found in /etc.
 
 Which Apache? Apache 1.3 was released, although in rather a partial form, in July 1998. The Unix version was in good shape; the Win32 version of 1.3 was regarded by the Apache Group as essentially beta software. The main problem with the Win32 version of Apache lies in its security, which must depend, in turn, on the security of the underlying operating system. Unfortunately, Win95 and its successors have no effective security worth mentioning. Windows NT has a large number of security features, but they are poorly documented, hard to understand, and have not been subjected to the decades of discussion, testing, and hacking that have forged Unix security into a fortress that can pretty well be relied upon. In the view of the Apache development group, the Win32 version is useful for easy testing of a proposed web site. But if money is involved, you would be foolish not to transfer the site to Unix before exposure to the public and the Bad Guys. We suggest that if you are working under Unix you go for Version 1.3.1 or later; if under Win32, go for the latest beta release and expect to ride some bumps.
 
 Making Apache Under Unix Download the most recent Apache source code from a suitable mirror site: a list can be found at http://www.apache.org/.* You can also load an older version from the enclosed CD-ROM. You will get a compressed file, with the extension .gz if it has been gzipped, or .Z if it has been compressed. Most Unix software available on the Web (including the Apache source code) is compressed using gzip, a GNU compression tool. If you don’t have a copy, you will find one on our CD, or you can get it from the Web. When expanded, the Apache .tar file creates a tree of subdirectories. Each new release does the same, so you need to create a directory on your FreeBSD * It is best to download it, so you get the latest version with all its bug fixes and security patches.
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 machine where all this can live sensibly. We put all our source directories in /usr/ local/etc/apache. Go there, copy the .tar.gz or .tar. Z file, and uncompress the .Z version or gunzip (or gzip -d ) the .gz version: uncompress .tar.Z
 
 or: gzip -d .tar.gz
 
 Make sure that the resulting file is called .tar, or tar may turn up its nose. If not, type: mv .tar
 
 Now unpack it: * % tar xvf .tar
 
 The file will make itself a subdirectory, such as apache_1.3.1. Keep the .tar file because you will need to start fresh to make the SSL version. Get into the .src directory. There are a number of files with names in capital letters, like README, that look as if you ought to read them. The KEYS file contains the PGP keys of various Apache Group members. It is more useful for checking future downloads of Apache than the current one (since a Bad Guy will obviously have replaced the KEYS file with his own). The distribution may have been signed by one or more Apache Group members.
 
 Out of the Box Until Apache 1.3, there was no real out-of-the-box batch-capable build and installation procedure for the complete Apache package. This is now provided by a toplevel configure script and a corresponding top-level Makefile.tmpl file. The goal is to provide a GNU Autoconf-style front end that is capable of driving the old src/ Configure stuff in batch and that additionally installs the package with a GNUconforming directory layout.† Any options from the old configuration scheme are available, plus a lot of new options for flexibly customizing Apache. To run it, simply type: ./configure cd src make
 
 It has to be said that if we had read the apache/INSTALL file first, we would not have tried, because it gives an unjustified impression of the complexity involved.
 
 * If you are using GNU tar, it is possible to uncompress and unpack in one step: tar zxvf .tar.gz. † At least, some say it is conforming.
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 However, INSTALL does conceal at least one useful trick: because almost everything can be specified on the command line, you can create a shell script that configures your favorite flavor of Apache, and you never have to edit Configuration again. If you have to make a lot of different versions of Apache, this method has its advantages. However, the result, for some reason, produces an httpd that expects all the default directories to be different from those described in this book—for instance, /usr/local/apache/etc/httpd.conf instead of /usr/local/apache/ conf/httpd.conf. Until this is fixed, we would suggest running: ./configure --compat
 
 or relying on the method in the next section.
 
 Semimanual Method Start off by reading README in the top directory. This tells you how to compile Apache. The first thing it wants you to do is to go to the src subdirectory and read INSTALL. To go further you must have an ANSI C-compliant compiler. A C++ compiler may not work. If you have downloaded a beta test version, you first have to copy .../src/ Configuration.tmpl to Configuration. We then have to edit Configuration to set things up properly. The whole file is in Appendix A of the installation kit. A script called Configure then uses Configuration and Makefile.tmpl to create your operational Makefile. (Don’t attack Makefile directly; any editing you do will be lost as soon as you run Configure again.) It is usually only necessary to edit the Configuration file to select the modules required (see the next section). Alternatively, you can specify them on the command line. The file will then automatically identify the version of Unix, the compiler to be used, the compiler flags, and so forth. It certainly all worked for us under FreeBSD without any trouble at all. Configuration has five kinds of things in it: •
 
 Comment lines starting with “#”
 
 •
 
 Rules starting with the word Rule
 
 •
 
 Commands to be inserted into Makefile, starting with nothing
 
 •
 
 Module selection lines beginning with AddModule, which specify the modules you want compiled and enabled
 
 •
 
 Optional module selection lines beginning with %Module, which specify modules that you want compiled but not enabled until you issue the appropriate directive
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 For the moment, we will only be reading the comments and occasionally turning a comment into a command by removing the leading #, or vice versa. Most comments are in front of optional module inclusion lines.
 
 Modules These modules are self-contained sections of source code dealing with various functions of Apache that can be compiled in or left out. You can also write your own module if you want. Inclusion of modules is done by uncommenting (removing the leading #) lines in Configuration. The only drawback to including more modules is an increase in the size of your binary and an imperceptible degradation in performance.* The default Configuration file includes the modules listed here, together with a lot of chat and comment that we have removed for clarity. Modules that are compiled into the Win32 core are marked with “W”; those that are supplied as a standard Win32 are marked DLL “WD.” Our final list is as follows: AddModule modules/standard/mod_env.o Sets up environment variables to be passed to CGI scripts. AddModule modules/standard/mod_log_config.o Determines logging configuration. AddModule modules/standard/mod_mime_magic.o Determines the type of a file. AddModule modules/standard/mod_mime.o Maps file extensions to content types. AddModule modules/standard/mod_negotiation.o Allows content selection based on Accept headers. AddModule modules/standard/mod_status.o (WD) Gives access to server status information. AddModule modules/standard/mod_info.o Gives access to configuration information. AddModule modules/standard/mod_include.o Translates server-side include statements in CGI texts. AddModule modules/standard/mod_autoindex.o Indexes directories without an index file. AddModule modules/standard/mod_dir.o Handles requests on directories and directory index files. * Assuming the module has been carefully written, it does very little unless enabled in the httpd.conf files.
 
 Apache: The Definitive Guide, Second Edition, eMatter Edition Copyright © 1999 Ben Laurie and Peter Laurie. All rights reserved.
 
 Making Apache Under Unix
 
 17
 
 AddModule modules/standard/mod_cgi.o Executes CGI scripts. AddModule modules/standard/mod_asis.o Implements .asis file types. AddModule modules/standard/mod_imap.o Executes imagemaps. AddModule modules/standard/mod_actions.o Specifies CGI scripts to act as handlers for particular file types. AddModule modules/standard/mod_speling.o Corrects common spelling mistakes in requests. AddModule modules/standard/mod_userdir.o Selects resource directories by username and a common prefix. AddModule modules/proxy/libproxy.o Allows Apache to run as a proxy server; should be commented out if not needed. AddModule modules/standard/mod_alias.o Provides simple URL translation and redirection. AddModule modules/standard/mod_rewrite.o (WD) Rewrites requested URIs using specified rules. AddModule modules/standard/mod_access.o Provides access control. AddModule modules/standard/mod_auth.o Provides authorization control. AddModule modules/standard/mod_auth_anon.o (WD) Provides FTP-style anonymous username password authentication. AddModule modules/standard/mod_auth_db.o Manages a database of passwords; alternative to mod_auth_dbm.o. AddModule modules/standard/mod_cern_meta.o (WD) Implements metainformation files compatible with the CERN web server. AddModule modules/standard/mod_digest.o (WD) Implements HTTP digest authentication; more secure than the others. AddModule modules/standard/mod_expires.o (WD) Applies Expires headers to resources. AddModule modules/standard/mod_headers.o (WD) Sets arbitrary HTTP response headers. AddModule modules/standard/mod_usertrack.o (WD) Tracks users by means of cookies. It is not necessary to use cookies.
 
 Apache: The Definitive Guide, Second Edition, eMatter Edition Copyright © 1999 Ben Laurie and Peter Laurie. All rights reserved.
 
 18
 
 Chapter 1: Getting Started
 
 AddModule modules/standard/mod_unique_id.o Generates an ID for each hit. May not work on all systems. AddModule modules/standard/mod_so.o Loads modules at runtime. Experimental. AddModule modules/standard/mod_setenvif.o Sets environment variables based on header fields in the request. Here are the modules we commented out, and why: # AddModule modules/standard/mod_log_agent.o Not relevant here—CERN holdover. # AddModule modules/standard/mod_log_referer.o Not relevant here—CERN holdover. # AddModule modules/standard/mod_auth_dbm.o Can’t have both this and mod_auth_db.o. Doesn’t work with Win32. # AddModule modules/example/mod_example.o Only for testing APIs (see Chapter 14, The Apache API ). These are the “standard” Apache modules, approved and supported by the Apache Group as a whole. There are a number of other modules available (see Chapter 12, Extra Modules). Although we’ve mentioned mod_auth_db.o and mod_auth_dbm.o above, they provide equivalent functionality and shouldn’t be compiled together. We have left out any modules described as experimental. Any disparity between the directives listed in this book and the list obtained by starting Apache with the -h flag is probably caused by the errant directive having moved out of experimental status since we went to press. Later on, when we are writing Apache configuration scripts, we can make them adapt to the modules we include or exclude with the IfModule directive. This allows you to give out predefined Config files that always work (in the sense of Apache loading) whatever mix of modules is actually compiled. Thus, for instance, we can adapt to the absence of configurable logging with the following: ... LogFormat "customers: host %h, logname %l, user %u, time %t, request %r, status %s, bytes %b" ...
 
 The module directives are as follows (it will become clear later on how to use them, but they are printed here for convenience):
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 ClearModuleList ClearModuleList Server Config
 
 Clears the list of active modules. Apache then has no modules until the AddModule directive is run. This should only concern the extreme seeker after performance. AddModule AddModule module module ... Server Config
 
 Makes the list of modules active. They must have been compiled in with the AddModule instruction in Configuration.
 
 Configuration Settings and Rules Most users of Apache will not have to bother with this section at all. However, you can specify extra compiler flags (for instance, optimization commands), libraries, or includes by giving values to: EXTRA_CFLAGS= EXTRA_LDFLAGS= EXTRA_LIBS= EXTRA_INCLUDES=
 
 Configure will try to guess your operating system and compiler; therefore, unless things go wrong, you won’t need to uncomment and give values to: #CC= #OPTIM=-02 #RANLIB=
 
 The rules in the Configuration file allow you to adapt for a few exotic configuration problems. The syntax of a rule in Configuration is as follows: Rule RULE=value
 
 The possible values are as follows: yes Configure does what is required. default Configure makes a best guess. Any other value is ignored.
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 The Rules are as follows: STATUS If yes, and Configure decides that you are using the status module, then full status information is enabled. If the status module is not included, yes has no effect. This is set to yes by default. SOCKS4 SOCKS is a firewall traversal protocol that requires client-end processing. See http://ftp.nec.com/pub/security/socks.cstc. If set to yes, be sure to add the SOCKS library location to EXTRA_LIBS; otherwise, Configure assumes L/usr/ local/lib-lsocks. This allows Apache to make outgoing SOCKS connections, which is not something it normally needs to do, unless it is configured as a proxy. Although the very latest version of SOCKS is SOCKS5, SOCKS4 clients work fine with it. This is set to no by default. SOCKS5 If you want to use a SOCKS5 client library, you must use this rule rather than SOCKS4. This is set to no by default. IRIXNIS If Configure decides that you are running SGI IRIX, and you are using NIS, set this to yes. This is set to no by default. IRIXN32 Make IRIX use the n32 libraries rather than the o32 ones. This is set to yes by default. PARANOID During Configure, modules can run shell commands. If PARANOID is set to yes, it will print out the code that the modules use. This is set to no by default. There is a group of rules that Configure will try to set correctly, but that can be overridden. If you have to do this, please advise the Apache Group by filling out a problem report form at http://apache.org/bugdb.cgi or by sending an email to apache-bugs@ apache.org. Currently, there is only one rule in this group: WANTHSREGEX: Apache needs to be able to interpret regular expressions using POSIX methods. A good regex package is included with Apache, but you can use your OS version by setting WANTSHREGEX=no, or commenting out the rule. The default action is no unless overruled by the OS: Rule WANTSHREGEX=default
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 Making Apache The INSTALL file in the src subdirectory says that all we have to do now is run the configuration script by typing: % ./Configure
 
 You should see something like this—bearing in mind that we’re using FreeBSD: Using config file: Configuration Creating Makefile + configured for FreeBSD platform + setting C compiler to gcc + Adding selected modules o status_module uses ConfigStart/End: o dbm_auth_module uses ConfigStart/End: o db_auth_module uses ConfigStart/End: o so_module uses ConfigStart/End: + doing sanity check on compiler and options Creating Makefile in support Creating Makefile in main Creating Makefile in ap Creating Makefile in regex Creating Makefile in os/unix Creating Makefile in modules/standard Creating Makefile in modules/proxy
 
 Then type: % make
 
 When you run make, the compiler is set in motion, and streams of reassuring messages appear on the screen. However, things may go wrong that you have to fix, although this situation can appear more alarming than it really is. For instance, in an earlier attempt to install Apache on an SCO machine, we received the following compile error: Cannot open include file 'sys/socket.h'
 
 Clearly (since sockets are very TCP/IPish things), this had to do with TCP/IP, which we had not installed: we did so. Not that this is any big deal, but it illustrates the sort of minor problem that arises. Not everything turns up where it ought to. If you find something that really is not working properly, it is sensible to make a bug report via the Bug Report link in the Apache Server Project main menu. But do read the notes there. Make sure that it is a real bug, not a configuration problem, and look through the known bug list first so as not to waste everyone’s time. The result of make was the executable httpd. If you run it with: % ./httpd
 
 it complains that it: could not open document config file /usr/local/etc/httpd/conf/httpd.conf
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 This is not surprising because, at the moment, being where we are, the Config file doesn’t exist. Before we are finished, we will become very familiar with this file. It is perhaps unfortunate that it has a name so similar to the Configuration file we have been dealing with here, because it is quite different. We hope that the difference will become apparent later on.
 
 Unix Binary Releases The fairly painless business of compiling Apache, which is described above, can now be circumvented by downloading a precompiled binary for the Unix of your choice from http://apache.org/dist/binaries. When we went to press, the following versions of Unix were supported, but check before you decide (see ftp://ftp. apache.org/httpd/binaries.html ): alpha-dec-osf3.0 hppa1.1-hp-hpux i386-slackware-linux(a.out) i386-sun-solaris2.5 i386-unixware-svr4 i386-unknown-bsdi2.0 i386-unknown-freebsd2.1 i386-unknown-linux(ELF) i386-unknown-netBSD i386-unknown-sco3 i386-unknown-sco5 m68k-apple-aux3.1.1 m88k-dg-dgux5.4R2.01 m88k-next-next mips-sgi-irix5.3 mips-sni-svr4 rs6000-ibm-aix3.2.5 sparc-sun-solaris2.4 sparc-sun-solaris2.5 sparc-sun-sunos4.1.4 sparc-sun-sunos4.1.3_U1 mips-dec-ultirx4.4 Although this route is easier, you do forfeit the opportunity to configure the modules of your Apache, and you lose the chance to carry out quite a complex Unix operation, which is in itself interesting and confidence inspiring if you are not very familiar with this operating system.
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 Installing Apache Under Unix Once the excitement of getting Apache to compile and run died down, we reorganized things in accordance with the system defaults. We simply copied the executable httpd to the directory /usr/local/bin to put it on the path.
 
 Apache Under Windows In our view, Win32 currently comprises Windows 95, Windows 98, and NT.* As far as we know, these different versions are the same as far as Apache is concerned, except that under NT, Apache can also be run as a service. Performance under Win32 may not be as good as under Unix, but this will probably improve over coming months. Since Win32 is considerably more consistent than the sprawling family of Unices, and since it loads extra modules as DLLs at runtime, rather than compiling them at make time, it is practical for the Apache Group to offer a precompiled binary executable as the standard distribution. Go to http://www.apache.org/dist and click on the version you want, which will be in the form of a self-installing .exe file (the . exe extension is how you tell which one is the Win32 Apache). Download it into, say, c:\temp and then run it from the Win32 Start menu’s Run option. The executable will create an Apache directory, C:\Program Files\Apache, by default. Everything to do with Win32 Apache happens in an MS-DOS window, so get into a window and type: > cd c:\ > dir
 
 and you should see something like this: Volume in drive C has no label Volume Serial Number is 294C-14EE Directory of C:\apache . 21/05/98 .. 21/05/98 DEISL1 ISU 12,818 29/07/98 HTDOCS 29/07/98 MODULES 29/07/98 ICONS 29/07/98 LOGS 29/07/98 CONF 29/07/98 CGI-BIN 29/07/98 ABOUT_~1 12,921 15/07/98 ANNOUN~1 3,090 18/07/98 KEYS 22,763 15/07/98 LICENSE 2,907 31/03/98
 
 7:27 7:27 15:12 15:12 15:12 15:12 15:12 15:12 15:12 13:31 23:50 13:31 13:52
 
 . .. DeIsL1.isu htdocs modules icons logs conf cgi-bin ABOUT_APACHE Announcement KEYS LICENSE
 
 * But note that neither we nor the Apache Group have done much with Windows 98 at the time of writing.
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 Chapter 1: Getting Started APACHE EXE APACHE~1 DLL MAKEFI~1 TMP README README~1 TXT INSTALL DLL _DEISREG ISR _ISREG32 DLL 13 file(s) 8 dir(s)
 
 3,072 19/07/98 11:47 Apache.exe 247,808 19/07/98 12:11 ApacheCore.dll 21,025 15/07/98 18:03 Makefile.tmpl 2,109 01/04/98 13:59 README 2,985 30/05/98 13:57 README-NT.TXT 54,784 19/07/98 11:44 install.dll 147 29/07/98 15:12 _DEISREG.ISR 40,960 23/04/97 1:16 _ISREG32.DLL 427,389 bytes 520,835,072 bytes free
 
 Apache.exe is the executable, and ApacheCore.dll is the meat of the thing. The important subdirectories are as follows: conf Where the Config file lives. logs Where the logs are kept. htdocs Where you put the material your server is to give clients. The Apache manual will be found in a subdirectory. modules Where the runtime loadable DLLs live. After 1.3b6, leave your original versions of files in these subdirectories alone, while creating new ones with the added extension .default—which you should look at. We will see what to do with all of this in the next chapter. See the file README-NT.TXT for current problems.
 
 Compiling Apache Under Win32 The advanced user who wants, perhaps, to write his or her own modules (see Chapter 15), will need the source code. This can be installed with the Win32 version by choosing Custom installation. It can also be downloaded from the nearest mirror Apache site (start at http://apache.org/ ) as a .tar.gz file containing the normal Unix distribution and can be unpacked into an appropriate source directory using, for instance, 32-bit WinZip, which deals with .tar and .gz format files as well as .zip. You will also need Microsoft’s Visual C++ Version 5. Once the sources and compiler are in place, open an MS-DOS window and go to the Apache src directory. Build a debug version and install it into \Apache by typing: > nmake /f Makefile.nt _apached > nmake /f Makefile.nt installd
 
 or build a release version by typing: > nmake /f Makefile.nt _apacher > nmake /f Makefile.nt installr
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 This will build and install the following files in and below \Apache\: Apache.exe The executable ApacheCore.dll The main shared library Modules\ApacheModule*.dll Seven optional modules \conf Empty config directory \logs Empty log directory The directives described in the rest of the book are the same for both Unix and Win32, except that Win32 Apache can load module DLLs. They need to be activated in the Config file by the LoadModule directive. For example, if you want status information, you need the line: LoadModule status_module modules/ApacheModuleStatus.dll
 
 Notice that wherever filenames are relevant in the Config file, the Win32 version uses forward slashes (“/”) as in Unix, rather than backslashes (“\”) as in MS-DOS or Windows. Since almost all the rest of the book applies to both Win32 and Unix without distinction between then, we will use (“/”) in filenames wherever they occur. Apache for Win32 can also load Internet Server Applications (ISAPI extensions).
 
 Apache Under BS2000/OSD and AS/400 As we were writing this edition, the Apache group announced ports to Siemens Nixdorf mainframes running BS2000/OSD on an IBM 390–compatible processor and also to IBM’s AS 400. We imagine that few readers of this book will be interested, but those that are should see the Apache documentation for details.
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 2 Our First Web Site
 
 We now have a shiny bright apache/httpd, ready for anything. As we shall see, we will be creating a number of demonstration web sites.
 
 What Is a Web Site? It might be a good idea to get a firm idea of what, in the Apache business, a web site is: It is a directory somewhere on the server, say, /usr/www/site.for_instance. It contains at least three essential subdirectories: conf Contains the Config file, which tells Apache how to respond to different kinds of requests htdocs Contains the documents, images, data, and so forth that you want to serve up to your clients logs Contains the log files that record what happened Most of this book is about writing the Config file, using Apache’s 150 or so directives. Nothing happens until you start Apache. If the conf subdirectory is not in the default location (it usually isn’t), you need a flag that tells Apache where it is. httpd -d /usr/www/site.for_instance apache -d c:/usr/www/site.for_instance
 
 Notice that the executable names are different under Win32 and Unix. The Apache Group decided to make this change, despite the difficulties it causes for documentation, because “httpd” is not a particularly sensible name for a specific web
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 server, and, indeed, is used by other web servers. However, it was felt that the name change would cause too many backward compatibility issues on Unix, and so the new name is implemented only on Win32. Also note that the Win32 version still uses forward slashes rather than backslashes. This is because Apache internally uses forward slashes on all platforms; therefore, you should never use a backslash in an Apache Config file, regardless of the operating system. Once you start the executable, Apache runs silently in the background, waiting for a client’s request to arrive on a port to which it is listening. When a request arrives, Apache either does its thing or fouls up and makes a note in the log file. What we call “a site” here may appear to the outside world as many, perhaps hundred, of sites, because the Config file can invoke many virtual hosts. When you are tired of the whole Web business, you kill Apache (see “Setting Up a Unix Server,” later in this chapter) and the computer reverts to being a doorstop. Various issues arise in the course of implementing this simple scheme, and the rest of this book is an attempt to deal with some of them. As we pointed out in the preface, running a web site can involve many questions far outside the scope of this book. All we deal with here is how to make Apache do what you want. We often have to leave the questions of what you want to do and why you might want to do it to a higher tribunal.
 
 Apache’s Flags httpd (or apache) takes the following flags: -D name Defines a name for directives. -d directory Specifies an alternate initial ServerRoot directory. -f filename Specifies an alternate ServerConfig file. -C "directive" Processes the given directive before reading Config file(s). -c "directive" Processes the given directive after reading Config file(s). -v Shows version number. -V Shows compile settings. -h Lists available Config directives.
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 -l Lists compiled modules. -S Shows parsed settings (currently only vhost). -t Runs syntax test for configuration file(s). -X Runs a single copy. This is intended for debugging only, and should not be used otherwise. Can cause a substantial delay in servicing requests. -i Installs Apache as an NT service. -u Uninstalls Apache as an NT service. -s Under NT, prevents Apache registering itself as an NT service. If you are running under Win95 this flag does not seem essential, but it would be advisable to include it anyway. This flag should be used when starting Apache from the command line, but it is easy to forget because nothing goes wrong if you leave it out. The main advantage is a faster startup (omitting it causes a 30second delay). -k shutdown|restart Run on another console window, apache -k shutdown stops Apache gracefully, and apache -k restart stops it and restarts it gracefully. The Apache Group seems to put in extra flags quite often, so it is worth experimenting with apache -? (or httpd -?) to see what you get.
 
 site.toddle You can’t do much with Apache without a web site to play with. To embody our first shaky steps, we created site.toddle as a subdirectory, /usr/www/site.toddle. Since you may want to keep your demonstration sites somewhere else, we normally refer to this path as .../. So we will talk about .../site.toddle (Windows users, please read this as ...\site.toddle). In .../site.toddle, we created the three subdirectories Apache expects: conf, logs, and htdocs. The README file in Apache’s root directory states: The next step is to edit the configuration files for the server. In the subdirectory called conf you should find distribution versions of the three configuration files: srm.conf-dist, access.conf-dist, and httpd.conf-dist.
 
 As a legacy from NCSA, Apache will accept these three Config files. But we strongly advise you to put everything you need in httpd.conf, and to delete the other two. It is much easier to manage the Config file if there is only one of them. From Apache v1.3.4-dev on, this has become Group doctrine. In earlier versions of Apache, it was necessary to disable these files explicitly once they were deleted, but in v1.3 it is enough that they do not exist.
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 The README file continues with advice about editing these files, which we will disregard. In fact, we don’t have to set about this job yet. We will learn more later. A simple expedient for now is to run Apache with no configuration and to let it prompt us for what it needs.
 
 Setting Up a Unix Server We can point httpd at our site with the -d flag (notice the full pathname to the site.toddle directory): % httpd -d /usr/www/site.toddle
 
 Since you will be typing this a lot, it’s sensible to copy it into a script called go in /usr/local/bin by typing: % cat > /usr/local/bin/go httpd -d ‘pwd‘ ^d
 
 ^d is shorthand for CTRL-D, which ends the input and gets your prompt back. This go will work on every site. Make go runnable and run it by typing the following (note that you have to be in the directory .../site.toddle when you run go): % chmod +x /usr/local/bin/go % go
 
 This launches Apache in the background. Check that it’s running by typing something like this (arguments to ps vary from Unix to Unix): % ps -aux
 
 This Unix utility lists all the processes running, among which you should find several httpds.* Sooner or later, you have finished testing and want to stop Apache. In order to do this, you have to get the process identity (PID) using ps -aux and execute the Unix utility kill: % kill PID
 
 Alternatively, since Apache writes its PID in the file ... /logs/httpd.pid (by default— see the PidFile directive), you can write yourself a little script, as follows: kill ‘cat /usr/www/site.toddle/logs/httpd.pid‘
 
 * On System V–based Unix systems (as opposed to Berkeley-based), the command ps -ef should have a similar effect.
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 You may prefer to put more generalized versions of these scripts somewhere on your path. For example, the following scripts will start and stop a server based in your current directory. go looks like this: httpd -d ‘pwd‘
 
 and stop looks like this: pwd | read path kill ‘cat $path/logs/httpd.pid‘
 
 Or, if you don’t plan to mess with many different configurations, use .../src/ support/apachect1 to start and stop Apache in the default directory. You might want to copy it into /usr/local/bin to get it onto the path. It uses the following flags: usage: ./apachectl (start|stop|restart|fullstatus|status|graceful|configtest|help)
 
 start Start httpd. stop Stop httpd. restart Restart httpd if running by sending a SIGHUP or start if not running. fullstatus Dump a full status screen; requires lynx and mod_status enabled. status Dump a short status screen; requires lynx and mod_status enabled. graceful Do a graceful restart by sending a SIGUSR1 or start if not running. configtest Do a configuration syntax test. help This screen. When we typed ./go, nothing appeared to happen, but when we looked in the logs subdirectory, we found a file called error_log with the entry: []:'mod_unique_id: unable to get hostbyname ("myname.my.domain")
 
 This problem was, in our case, due to the odd way we were running Apache and will only affect you if you are running on a host with no DNS or on an operating system that has difficulty determining the local hostname. The solution was to edit the file /etc/hosts and add the line: 10.0.0.2 myname.my.domain myname
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 where 10.0.0.2 is the IP number we were using for testing. However, our troubles were not yet over. When we reran httpd we received the following error message: [] - couldn't determine user name from uid
 
 This means more than might at first appear. We had logged in as root. Because of the security worries of letting outsiders log in with superuser powers, Apache, having been started with root permissions so that it can bind to port 80, has attempted to change its user ID to -1. On many Unix systems, this ID corresponds to the user nobody: a harmless person. However, it seems that FreeBSD does not understand this notion, hence the error message.*
 
 Webuser and Webgroup The remedy is to create a new person, called webuser, belonging to webgroup. The names are unimportant. The main thing is that this user should be in a group of its own and should not actually be used by anyone for anything else. On a FreeBSD system, you can run adduser to make this new person: Enter username [a-z0-9]: webuser Enter full name[]: webuser Enter shell bash csh date no sh tcsh [csh]: no Uid [some number]: Login group webuser [webuser]: webgroup Login group is ''webgroup'.q. Invite webuser into other groups: guest no [no]: Enter password []: password†
 
 You then get the report: Name:webuser Password: password Fullname: webuser Uid: some number Groups:webgroup HOME:/home/webuser shell/nonexistent OK? (y/n) [y]: send message to ''webuser' and: no route second_mail_address [no]: Add anything to default message (y/n) [n]: Send message (y/n) [y]: n Add another user? (y/n) [y]:n
 
 * In fact, this problem was fixed for FreeBSD shortly before this book went to press, but you may still encounter it on other operating systems. † Of course, you should never use a password as obvious as this. Ideally, you will arrange that there is no password that can be used to log in as this user. How this is achieved varies from system to system, but can often be done by putting * in the password field in /etc/passwd (or /etc/shadow if shadow passwords are in use).
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 The bits of the script after OK are really irrelevant, but of course FreeBSD does not know that you are making a nonexistent user. Having told the operating system about this user, you now have to tell Apache. Edit the file httpd.conf to include the following lines: User webuser Group webgroup
 
 The following are the interesting directives. User User unix-userid Default: User #-1 Server config, virtual host
 
 The User directive sets the user ID under which the server will answer requests. In order to use this directive, the standalone server must be run initially as root. unix-userid is one of the following: username Refers to the given user by name #usernumber Refers to a user by his or her number The user should have no privileges that allow him or her to access files not intended to be visible to the outside world; similarly, the user should not be able to execute code that is not meant for httpd requests. It is recommended that you set up a new user and group specifically for running the server. Some administrators use user nobody, but this is not always possible or desirable. For example, mod_proxy’s cache, when enabled, must be accessible to this user (see the CacheRoot directive in Chapter 9, Proxy Server). Notes. If you start the server as a non-root user, it will fail to change to the lesserprivileged user, and will instead continue to run as that original user. If you start the server as root, then it is normal for the parent process to remain running as root. Security. Don’t set User (or Group) to root unless you know exactly what you are doing and what the dangers are. Group Group unix-group Default: Group #-1 Server config, virtual host
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 The Group directive sets the group under which the server will answer requests. In order to use this directive, the standalone server must be run initially as root. unix-group is one of the following: groupname Refers to the given group by name #groupnumber Refers to a group by its number It is recommended that you set up a new group specifically for running the server. Some administrators use group nobody, but this is not always possible or desirable. Note. If you start the server as a non-root user, it will fail to change to the specified group, and will instead continue to run as the group of the original user. Now, when you run httpd and look for the PID, you will find that one copy belongs to root, and several others belong to webuser. Kill the root copy and the others will vanish.
 
 Running Apache Under Unix When you run Apache now, you may get the following error message: httpd: cannot determine local hostname Use ServerName to set it manually.
 
 What Apache means is that you should put this line in the httpd.conf file: ServerName yourmachinename
 
 Finally, before you can expect any action, you need to set up some documents to serve. Apache’s default document directory is .../httpd/htdocs—which you don’t want to use because you are at /usr/www/site.toddle—so you have to set it explicitly. Create .../site.toddle/htdocs, and then in it create a file called 1.txt containing the immortal words “hullo world.” Then add this line to httpd.conf: DocumentRoot /usr/www/site.toddle/htdocs
 
 The complete Config file, .../site.toddle/conf/httpd.conf, now looks like this: User webuser Group webgroup ServerName yourmachinename DocumentRoot /usr/www/site.toddle/htdocs
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 When you fire up httpd, you should have a working web server. To prove it, start up a browser to access your new server, and point it at http://yourmachinename/.* As we know, http means use the HTTP protocol to get documents, and “/” on the end means go to the DocumentRoot directory you set in httpd.conf. DocumentRoot DocumentRoot directory-filename Default: /usr/local/apache/htdocs Server config, virtual host
 
 This directive sets the directory from which Apache will serve files. Unless matched by a directive like Alias, the server appends the path from the requested URL to the document root to make the path to the document. For example: DocumentRoot /usr/web
 
 An access to http://www.my.host.com/index.html now refers to /usr/web/index.html. There appears to be a bug in mod_dir that causes problems when the directory specified in DocumentRoot has a trailing slash (e.g., DocumentRoot /usr/web/), so please avoid that. It is worth bearing in mind that the deeper DocumentRoot goes, the longer it takes Apache to check out the directories. For the sake of performance, adopt the British Army’s universal motto: KISS (Keep It Simple, Stupid)! Lynx is the text browser that comes with FreeBSD and other flavors of Unix; if it is available, type: % lynx http://yourmachinename/
 
 You see: INDEX OF / * Parent Directory * 1.txt
 
 If you move to 1.txt with the down arrow, you see: hullo world
 
 If you don’t have Lynx (or Netscape, or some other web browser) on your server, you can use telnet:† % telnet yourmachinename 80
 
 Then type: GET / HTTP/1.0 
 
 * Note that if you are on the same machine, you can use http://127.0.0.1/ or http://localhost/, but this can be confusing because virtual host resolution may cause the server to behave differently than if you had used the interface’s “real” name. † telnet is not really suitable as a web browser, though it can be a very useful debugging tool.
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 You should see: HTTP/1.0 200 OK Sat, 24 Aug 1996 23:49:02 GMT Server: Apache/1.3 Connection: close Content-Type: text/html <TITLE>Index of / Index of 
	 Parent Directory 
	 1.txt 

 Connection closed by foreign host.
 
 The stuff between the “< ” and “>” is HTML, written by Apache, which, if viewed through a browser, produces the formatted message shown by Lynx earlier, and by Netscape in the next chapter.
 
 Several Copies of Apache To get a display of all the processes running, run: % ps -aux
 
 Among a lot of Unix stuff, you will see one copy of httpd belonging to root, and a number that belong to webuser. They are similar copies, waiting to deal with incoming queries. The root copy is still attached to port 80—thus its children will be also—but it is not listening. This is because it is root and has too many powers. It is necessary for this “master” copy to remain running as root because only root can open ports below 1024. Its job is to monitor the scoreboard where the other copies post their status: busy or waiting. If there are too few waiting (default 5, set by the MinSpareServers directive in httpd.conf ), the root copy starts new ones; if there are too many waiting (default 10, set by the MaxSpareServers directive), it kills some off. If you note the PID (shown by ps -ax, or ps -aux for a fuller listing; also to be found in ... /logs/httpd.pid ) of the root copy and kill it with: % kill PID
 
 or use the stop script described in “Setting Up a Unix Server,” earlier in this chapter, you will find that the other copies disappear as well.
 
 Unix Permissions If Apache is to work properly, it’s important to correctly set the file-access permissions. In Unix systems, there are three kinds of permissions: read, write, and execute. They attach to each object in three levels: user, group, and other or “rest
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 of the world.” If you have installed the demonstration sites, go to ... /site.cgi/ htdocs and type: % ls -l
 
 You see: -rw-rw-r-- 5 root bin 1575 Aug 15 07:45 form_summer.html
 
 The first “-” indicates that this is a regular file. It is followed by three permission fields, each of three characters. They mean, in this case: User (root) Read yes, write yes, execute no Group (bin) Read yes, write yes, execute no Other Read yes, write no, execute no When the permissions apply to a directory, the “x” execute permission means scan, the ability to see the contents and move down a level. The permission that interests us is other, because the copy of Apache that tries to access this file belongs to user webuser and group webgroup. These were set up to have no affinities with root and bin, so that copy can gain access only under the other permissions, and the only one set is “read.” Consequently, a Bad Guy who crawls under the cloak of Apache cannot alter or delete our precious form_ summer.html; he can only read it. We can now write a coherent doctrine on permissions. We have set things up so that everything in our web site except the data vulnerable to attack has owner root and group wheel. We did this partly because it is a valid approach, but also because it is the only portable one. The files on our CD-ROM with owner root and group wheel have owner and group numbers “0” that translate into similar superuser access on every machine. Of course, this only makes sense if the webmaster has root login permission, which we had. You may have to adapt the whole scheme if you do not have root login, and you should perhaps consult your site administrator. In general, on a web site, everything should be owned by a user who is not webuser and a group that is not webgroup (assuming you use these terms for Apache configurations). There are four kinds of files to which we want to give webuser access: directories, data, programs, and shell scripts. webuser must have scan permissions on all the directories, starting at root down to wherever the accessible files are. If Apache is
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 to access a directory, that directory and all in the path must have x permission set for other. You do this by entering: % chmod o+x each-directory-in-the-path
 
 In order to produce a directory listing (if this is required by, say, an index), the final directory must have read permission for other. You do this by typing: % chmod o+r final-directory
 
 It probably should not have write permission set for other : % chmod o-w final-directory
 
 In order to serve a file as data—and this includes files like .htaccess (see Chapter 3, Toward a Real Web Site)—the file must have read permission for other : % chmod o+r file
 
 And, as before, deny write permission: % chmod o-w file
 
 In order to run a program, the file must have execute permission set for other : % chmod o+x program
 
 In order to execute a shell script, the file must have read and execute permission set for other : % chmod o+rx script
 
 A Local Network Emboldened by the success of site.toddle, we can now set about a more realistic setup, without as yet venturing out onto the unknown waters of the Web. We need to get two things running: Apache under some sort of Unix and a GUI browser. There are two main ways this can be achieved: •
 
 Run Apache and a browser (such as Mosaic or Netscape under X) on the same machine. The “network” is then provided by Unix.
 
 •
 
 Run Apache on a Unix box and a browser on a Windows 95/Windows NT/ Mac OS machine, or vice versa, and link them with Ethernet (which is what we did for this book using FreeBSD).
 
 We cannot hope to give detailed explanations for all possible variants of these situations. We expect that many of our readers will already be webmasters, familiar with these issues, who will want to skip the next section. Those who are new to the Web may find it useful to know what we did.
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 Our Experimental Micro Web First, we had to install a network card on the FreeBSD machine. As it boots up, it tests all its components and prints a list on the console, which includes the card and the name of the appropriate driver. We used a 3Com card, and the following entries appeared: ... 1 3C5x9 board(s) on ISA found at 0x300 ep0 at 0x300-0x30f irq 10 on isa ep0: aui/bnc/utp[*BNC*] address 00:a0:24:4b:48:23 irq 10 ...
 
 This indicated pretty clearly that the driver was ep0, and that it had installed properly. If you miss this at bootup, FreeBSD lets you hit the Scroll Lock key and page up till you see it, then hit Scroll Lock again to return to normal operation. Once a card was working, we needed to configure its driver, ep0. We did this with the following commands: ifconfig ep0 192.168.123.2 ifconfig ep0 192.168.123.3 alias netmask 0xFFFFFFFF ifconfig ep0 192.168.124.1 alias
 
 The alias command makes ifconfig bind an additional IP address to the same device. The netmask command is needed to stop FreeBSD from printing an error message (for more on netmasks, see O’Reilly’s TCP/IP Network Administration). Note that the network numbers used here are suited to our particular network configuration. You’ll need to talk to your network administrator to determine suitable numbers for your configuration. Each time we start up the FreeBSD machine to play with Apache, we have to run these commands. The usual way to do this is to add them to /etc/rc.local (or the equivalent location—it varies from machine to machine, but whatever it is called, it is run whenever the system boots). If you are following the FreeBSD installation or something like it, you also need to install IP addresses and their hostnames (if we were to be pedantic, we would call them fully qualified domain names, or FQDN) in the file /etc/hosts: 192.168.123.2 192.168.123.2 192.168.123.3 192.168.124.1
 
 www.butterthlies.com sales.butterthlies.com sales-not-vh.butterthlies.com www.faraway.com
 
 Note that www.butterthlies.com and sales.butterthlies.com both have the same IP number. This is so we can demonstrate the new NameVirtualHosts directive in the next chapter. We will need sales-not-vh.butterthlies.com in site.twocopy. Note also that this method of setting up hostnames is normally only appropriate when DNS is not available—if you use this method, you’ll have to do it on every machine that needs to know the names.
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 Setting Up a Win32 Server There is no point trying to run Apache unless TCP/IP is set up and running on your machine. In our experience, if it isn’t, Apache will crash Windows 95. A quick test is to ping some IP—and if you can’t think of a real one, ping yourself: >ping 127.0.0.1
 
 If TCP/IP is working, you should see some collaborative message like: Pinging 127.0.0.1 with 32 bytes of data: Reply from 127.0.0.1: bytes=32 timecd "\Program Files\apache"
 
 Apache can be installed as an NT service with: >apache -i
 
 and uninstalled with: >apache -u
 
 Once this is done, you can open the Services window in the Control Panel, select Apache, and click on Start. Apache then runs in the background until you click on Stop. Alternatively, you can open a console window and type: >net start apache >net stop apache
 
 To run Apache from a console window, select the Apache server option from the Start menu. Alternatively—and under Win95, this is all you can do—click on the MS-DOS prompt to get a DOS session window. Go to the /Program Files/Apache directory with: >cd "\Program Files\apache"
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 The Apache executable, apache.exe, is sitting here, and we can start it running, to see what happens, with: >apache -s
 
 You might want to automate your Apache startup by putting the necessary line into a file called go.bat. You then only need to type: go[RETURN]
 
 Since this is the same as for the Unix version, we will simply say “type go” throughout the book when Apache is to be started, and thus save lengthy explanations. When we ran Apache, we received the following lines: Apache/ Syntax error on line 44 of /apache/conf/httpd.conf ServerRoot must be a valid directory
 
 To deal with the first complaint, we looked at the file \Program Files\apache\conf \httpd.conf. This turned out to be a formidable document that, in effect, compresses all the information we try to convey in the rest of this book into a few pages. We could edit it down to something more lucid, but a sounder and more educational approach is to start from nothing and see what Apache asks for. The trouble with simply editing the configuration files as they are distributed is that the process obscures a lot of default settings. If and when someone new has to wrestle with it he or she may make fearful blunders because it isn’t clear what has been changed from the defaults. Rename this file if you want to look at it: >ren httpd.conf *.cnk
 
 Otherwise, delete it, and delete srm.conf and access.conf: >del srm.conf >del access.conf
 
 When you run Apache now, you see: Apache/ fopen: No such file or directory httpd: could not open document config file apache/conf/httpd.conf
 
 And we can hardly blame it. Open edit:* >edit httpd.conf
 
 and insert the line: # new config file
 
 * Paradoxically, you have to use what looks like an MS-DOS line editor, edit, which you might think limited to the old MS-DOS 8.3 filename format, to generate a file with the four-letter extension .conf. The Windows editors, such as Notepad and WordPad, insist on adding .txt at the end of the filename.
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 The “#” makes this a comment without effect, but it gives the editor something to save. Run Apache again. We now see something sensible: ... httpd: cannot determine local host name use ServerName to set it manually
 
 What Apache means is that you should put a line in the httpd.conf file: ServerName your_host_name
 
 Now when you run Apache you see: >apache -s Apache/ _
 
 The “_” here is meant to represent a blinking cursor, showing that Apache is happily running. Unlike other programs in an MS-DOS window, Apache keeps on going even after the screen saver has kicked in. You will notice that throughout this book, the Config files always have the following lines: ... User webuser Group webgroup ...
 
 These are necessary for Unix security and, happily, are ignored by the Win32 version of Apache, so we have avoided tedious explanations by leaving them in throughout. Win32 users can include them or not as they please. You can now get out of the MS-DOS window and go back to the desktop, fire up your favorite browser, and access http://yourmachinename/. You should see a cheerful screen entitled “It Worked!,” which is actually \apache\htdocs\index. html. When you have had enough, hit CTRL-C in the Apache window. Alternatively, under Win95 and from Apache Version 1.3.3 on, you can open another DOS session window and type: apache -k shutdown
 
 This does a graceful shutdown, in which Apache allows any transactions currently in process to continue to completion before it exits. In addition, using: apache -k restart
 
 performs a graceful restart, in which Apache rereads the configuration files while allowing transactions in progress to complete.
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 Security Under Win32 Although NT has an extensive and complex security infrastructure, it is poorly documented and understood. Consequently, there is currently little code in the Windows version of Apache to interface with it. Besides, NT seems to suffer from a variety of more mundane problems: the README file that comes with Apache v1. 3.1 says, in part: Versions of Apache on Win32 prior to version 1.3.1 are vulnerable to a number of security holes common to several Win32 servers. The problems that impact Apache include: - trailing “.”s are ignored by the file system. This allowed certain types of access restrictions to be bypassed. - directory names of three or more dots (eg. “...”) are considered to be valid similar to “..”. This allowed people to gain access to files outside of the configured document trees. There have been at least four other similar instances of the same basic problem: on Win32, there is more than one name for a file. Some of these names are poorly documented or undocumented, and even Microsoft’s own IIS has been vulnerable to many of these problems. This behavior of the Win32 file system and API makes it very difficult to ensure future security; problems of this type have been known about for years, however each specific instance has been discovered individually. It is unknown if there are other, yet unpublicized, filename variants. As a result, we recommend that you use extreme caution when dealing with access restrictions on all Win32 web servers.
 
 In plain English, this means, once again, that Win32 is not an adequate platform for running a web server that has any need for security.
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 More and Better Web Sites: site.simple We are now in a position to start creating real(ish) web sites, which can be found on the accompanying CD-ROM. For the sake of a little extra realism, we will base them loosely round a simple web business, Butterthlies, Inc., that creates and sells picture postcards. We need to give it some web addresses, but since we don’t yet want to venture into the outside world, they should be variants on your own network ID so that all the machines in the network realize that they don’t have to go out on the Web to make contact. For instance, we edited the \windows\hosts file on the Win95 machine running the browser and the /etc/hosts file on the Unix machine running the server to read as follows: 127.0.0.1 localhost 192.168.123.2 www.butterthlies.com 192.168.123.2 sales.butterthlies.com 192.168.123.3 sales-IP.butterthlies.com 192.168.124.1 www.faraway.com
 
 localhost is obligatory, so we left it in, but you should not make any server requests to it since the results are likely to be confusing. You probably need to consult your network manager to make similar arrangements. site.simple is site.toddle with a few small changes. The script go is different in that it refers to .../site.simple/conf/httpd.conf rather than .../site.toddle/conf/httpd.conf. Unix: % httpd -d /usr/www/site.simple
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 Win32: >apache -d c:/usr/www/site.simple
 
 This will be true of each site in the demonstration setup, so we will not mention it again. From here on there will be minimal differences between the server setups necessary for Win32 and those for Unix. Unless one or the other is specifically mentioned, you should assume that the text refers to both. It would be nice to have a log of what goes on. In the first edition of this book we found that a file access_log was created automatically in ...site.simple/logs. In a rather bizarre move since then, the Apache Group has broken backward compatibility and now requires you to mention the log file explicitly in the Config file using the TransferLog directive. The .../conf/httpd.conf file now contains the following: User webuser Group webgroup ServerName localhost DocumentRoot /usr/www/site.simple/htdocs TransferLog logs/access_log
 
 In .../htdocs we have, as before, 1.txt : hullo world from site.simple!
 
 Now, type go on the server. Switch to the client machine and retrieve http://www. butterthlies.com. You should see: Index of / . Parent Directory . 1.txt
 
 Click on 1.txt for an inspirational message as before. This all seems satisfactory, but there is a hidden mystery. We get the same result if we connect to http://sales.butterthlies.com. Why is this? Why, since we have not mentioned either of these URLs or their IP addresses in the configuration file on site.simple, do we get any response at all? The answer is that when we configured the machine the server runs on, we told the network interface to respond to any of these IP addresses: 192.168.123.2 192.168.123.3
 
 By default Apache listens to all IP addresses belonging to the machine and responds in the same way to all of them. If there are virtual hosts configured (which there aren’t, in this case), Apache runs through them, looking for an IP name that corresponds to the incoming connection. Apache uses that configura-
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 tion if it is found, or the main configuration if it is not. Later in this chapter, we look at more definite control with the directives BindAddress, Listen, and . It has to be said that working like this (that is, switching rapidly between different configurations) seemed to get Netscape or Internet Explorer into a rare muddle. To be sure that the server was functioning properly while using Netscape as a browser, it was usually necessary to reload the file under examination by holding down the Control key while clicking on Reload. In extreme cases, it was necessary to disable caching by going to Edit ➝ Preferences ➝ Advanced ➝ Cache. Set memory and disk cache to 0 and set cache comparison to Every Time. In Internet Explorer, set Cache Compares to Every Time. If you don’t, the browser tends to display a jumble of several different responses from the server. This occurs because we are doing what no user or administrator would normally do, namely, flipping around between different versions of the same site with different versions of the same file. Whenever we flip from a newer version to an older version, Netscape is led to believe that its cached version is up-to-date. Back on the server, stop Apache with ^C (or whatever your kill character is) and look at the log files. In ... /logs/access_log, you should see something like this: 192.168.123.1 - - [] "GET / HTTP/1.1" 200 177
 
 200 is the response code (meaning “OK, cool, fine”), and 177 is the number of bytes transferred. In .../logs/error_log, there should be nothing because nothing went wrong. However, it is a good habit to look there from time to time, though you have to make sure that the date and time logged correspond to the problem you are investigating. It is easy to fool yourself with some long-gone drama. Life being what it is, things can go wrong, and the client can ask for something the server can’t provide. It makes sense to allow for this with the ErrorDocument command.
 
 ErrorDocument ErrorDocument error-code document Server config, virtual host, directory, .htaccess
 
 In the event of a problem or error, Apache can be configured to do one of four things: 1. Output a simple hardcoded error message. 2. Output a customized message. 3. Redirect to a local URL to handle the problem/error. 4. Redirect to an external URL to handle the problem/error.
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 The first option is the default, whereas options 2 through 4 are configured using the ErrorDocument directive, which is followed by the HTTP response code and a message or URL. Messages in this context begin with a double quotation mark ("), which does not form part of the message itself. Apache will sometimes offer additional information regarding the problem or error. URLs can be local URLs beginning with a slash (“/”) or full URLs that the client can resolve. For example: ErrorDocument ErrorDocument ErrorDocument ErrorDocument
 
 500 404 401 403
 
 http://foo.example.com/cgi-bin/tester /cgi-bin/bad_urls.pl /subscription_info.html "Sorry can't allow you access today
 
 Note that when you specify an ErrorDocument that points to a remote URL (i.e., anything with a method such as “http” in front of it), Apache will send a redirect to the client to tell it where to find the document, even if the document ends up being on the same server. This has several implications, the most important being that if you use an ErrorDocument 401 directive, it must refer to a local document. This results from the nature of the HTTP basic authentication scheme.
 
 Butterthlies, Inc., Gets Going The httpd.conf file (to be found in .../site.first) contains the following: User webuser Group webgroup ServerName localhost DocumentRoot /usr/www/site.first/htdocs TransferLog logs/access_log
 
 In the first edition of this book we mentioned the directives AccessConfig and ResourceConfig here. If set with /dev/null (NUL under Win32), they disable the srm.conf and access.conf files, and were formerly required if those files were absent. However, new versions of Apache ignore these files if they are not present, so the directives are no longer required. If you are using Win32, note that the User and Group directives are not supported, so these can be removed. Apache’s role in life is delivering documents, and so far we have not done much of that. We therefore begin in a modest way with a little HTML script that lists our cards, gives their prices, and tells interested parties how to get them. We can look at the Netscape Help item “Creating Net Sites” and download “A Beginners Guide to HTML” as well as the next web person, then rough out a little brochure in no time flat:* * See also HTML: The Definitive Guide, by Chuck Musciano and Bill Kennedy (O’Reilly & Associates).
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 Welcome to Butterthlies Inc Summer Catalog  All our cards are available in packs of 20 at $2 a pack. There is a 10% discount if you order more than 100. 
  Style 2315 
 
 Be BOLD on the bench 
 Style 2316 
 
 Get SCRAMBLED in the henhouse 
 Style 2317 
 
 Get HIGH in the treehouse 
 Style 2318 
 
 Get DIRTY in the bath 
 Postcards designed by [email protected] 
 Butterthlies Inc, Hopeful City, Nevada 99999  
 
 “Rough” is a good way to describe this document. The competent HTML person will notice that most of the 
s are missing, there is no or tag, and so on. But it works, and that is all we need for the moment. We want this brochure to appear in ... /site.first/htdocs, but we will in fact be using it in many other sites as we progress, so let’s keep it in a central location and set up links using the Unix ln command. We have a directory /usr/www/main_docs, and this document lives in it as catalog_summer.html. This file refers to some
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 rather pretty pictures that are held in four .jpg files. They live in ... /main_docs and are linked to the working htdocs directories: % ln /usr/www/main_docs/catalog_summer.html . % ln /usr/www/main_docs/bench.jpg .
 
 The remainder of the links follow the same format (assuming we are in .../site.first/ htdocs). If you type ls, you should see the files there as large as life. Under Win32 there is unfortunately no equivalent to a link, so you will just have to have multiple copies.
 
 Default Index Type ./go and shift to the client machine. Log onto http://www.butterthlies.com/: INDEX of / *Parent Directory *bath.jpg *bench.jpg *catalog_summer.html *hen.jpg *tree.jpg
 
 index.html What we see in the previous listing is the index that Apache concocts in the absence of anything better. We can do better by creating our own index page in the special file .../htdocs/index.html: Index to Butterthlies Catalogs 	Summer catalog 
	Autumn catalog 

 
Butterthlies Inc, Hopeful City, Nevada 99999  
 
 We needed a second file (catalog_autumn.html) to make the thing look convincing. So we did what the management of this outfit would do themselves: we copied catalog_summer.html to catalog_autum.html and edited it, simply changing the word Summer to Autumn and including the link in ... /htdocs.
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 Whenever a client opens a URL that points to a directory containing the index. html file, Apache automatically returns it to the client (by default; this can be configured with the DirectoryIndex directive). Now, when we log in, we see: INDEX TO BUTTERTHLIES CATALOGS *Summer Catalog *Autumn Catalog -------------------------------------------Butterthlies Inc, Hopeful City, Nevada 99999
 
 We won’t forget to tell the web search engines about our site. Soon the clients will be logging in (we can see who they are by checking ... /logs/access_log). They will read this compelling sales material, and the phone will immediately start ringing with orders. Our fortune is in a fair way to being made.
 
 Block Directives Apache has a number of block directives that limit the application of other directives within them to operations on particular virtual hosts, directories, or files. These are extremely important to the operation of a real web site because within these blocks—particularly —the webmaster can, in effect, set up a large number of individual servers run by a single invocation of Apache. This will make more sense when you get to the section “Two Sites and Apache,” further on in this chapter. The syntax of the block directives is detailed next.
 
 ... Server config
 
 The directive within a Config file acts like a tag in HTML: it introduces a block of text containing directives referring to one host; when we’re finished with it, we stop with . For example: .... ServerAdmin [email protected] DocumentRoot /usr/www/site.virtual/htdocs/customers ServerName www.butterthlies.com ErrorLog /usr/www/site.virtual/name-based/logs/error_log TransferLog /usr/www/site.virtual/name-based/logs/access_log ...
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 also specifies which IP address we’re hosting and, optionally, the port. If port is not specified, the default port is used, which is either the standard HTTP port, 80, or the port specified in a Port directive. host can also be _default_, in which case it matches anything no other section matches. In a real system, this address would be the hostname of our server. The directive has three analogues that also limit the application of other directives: •
 
 
 
 •
 
 
 
 •
 
 
 
 This list shows the analogues in ascending order of authority, so that is overruled by , and by . Files can be nested within blocks. Execution proceeds in groups; in the following order: 1. (without regular expressions) and .htaccess are executed simultaneously.* .htaccess overrides . 2. and (with regular expressions). 3. and are executed simultaneously. 4. and are executed simultaneously. Group 1 is processed in the order of shortest directory to longest.† The other groups are processed in the order in which they appear in the Config file. Sections inside blocks are applied after corresponding sections outside.
 
 and ... 
 
 The directive allows you to apply other directives to a directory or a group of directories. It is important to understand that dir refers to absolute directories, so that operates on the whole filesystem, not the DocumentRoot and below. dir can include wildcards—that is, “?” to match a single character, “*” to match a sequence, and “[ ]” to enclose a range of characters.
 
 * That is, they are processed together for each directory in the path. † Shortest meaning “with the fewest components” rather than “with the fewest characters.”
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 For instance, [a-d] means “any one of a, b, c, d.” If the character “~” appears in front of dir, the name can consist of complete regular expressions.* has the same effect as . That is, it expects a regular expression. So, for instance, either: 
 
 or: 
 
 means “any directory name that starts with a, b, c, or d.”
 
 < Files> and < FilesMatch> ... 
 
 The directive limits the application of the directives in the block to that file, which should be a pathname relative to the DocumentRoot. It can include wildcards or full regular expressions preceded by “~”. can be followed by a regular expression without “~”. So, for instance, you could match common graphics extensions with: 
 
 Or, if you wanted our catalogs treated in some special way: 
 
 Unlike and , can be used in a .htaccess file.
 
 < Location> and < LocationMatch> ... 
 
 The directive limits the application of the directives within the block to those URLs specified, which can include wildcards and regular expressions preceded by “~”. In line with regular expression processing in Apache v1.3, “*” and “?” no longer match to “/”. is followed by a regular expression without the “~”. Most things that are allowed in a block are allowed in , but although AllowOverride will not cause an error in a block, it makes no sense there. * See Mastering Regular Expressions, by Jeffrey E.F. Friedl (O’Reilly & Associates).
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 < IfDefine> ... 
 
 The directive enables a block, provided the flag -Dname is used when Apache starts up. This makes it possible to have multiple configurations within a single Config file. This is mostly useful for testing and distribution purposes rather than for dedicated sites.
 
 < IfModule> ... 
 
 The directive enables a block, provided the named module was compiled or dynamically loaded into Apache. If the “!” prefix is used, the block is enabled if the named module was not compiled or loaded. blocks can be nested.
 
 Other Directives Other housekeeping directives are listed here.
 
 ServerName ServerName hostname Server config, virtual host
 
 ServerName gives the hostname of the server to use when creating redirection URLs, that is, if you use a directive or access a directory without a trailing “/”.
 
 UseCanonicalName UseCanonicalName on|off Default: on Server config, virtual host, directory, .htaccess
 
 This directive controls how Apache forms URLs that refer to itself, for example, when redirecting a request for http://www.domain.com/some/directory to the correct http://www.domain.com/some/directory/ (note the trailing “/”). If UseCanonicalName is on (the default), then the hostname and port used in the redirect will be those set by ServerName and Port. If it is off, then the name and port used will be the ones in the original request.
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 One instance where this directive may be useful is when users are in the same domain as the web server (for example, on an intranet). In this case, they may use the “short” name for the server (www, for example), instead of the fully qualified domain name (www.domain.com, say). If a user types a URL such as http://www/ somedir (without the trailing slash), then, with UseCanonicalName switched on, the user will be directed to http://www.domain.com/somedir/, whereas with UseCanonicalName switched off, he or she will be redirected to http://www/ somedir/. An obvious case in which this is useful is when user authentication is switched on: reusing the server name that the user typed means they won’t be asked to reauthenticate when the server name appears to the browser to have changed. More obscure cases relate to name/address translation caused by some firewalling techniques.
 
 ServerAdmin ServerAdmin email_address Server config, virtual host
 
 ServerAdmin gives Apache an email_address for automatic pages generated when some errors occur. It might be sensible to make this a special address such as [email protected].
 
 ServerSignature ServerSignature [off|on|email] Default: off Directory, .htaccess
 
 This directive allows you to let the client know which server in a chain of proxies actually did the business. ServerSignature on generates a footer to servergenerated documents that includes the server version number and the ServerName of the virtual host. ServerSignature email additionally creates a mailto: reference to the relevant ServerAdmin address.
 
 ServerTokens ServerTokens [min(imal)|OS|full] Default: full Server config
 
 This directive controls the information about itself that the server returns: min(imal) Server returns name and version number, for example, Apache v1.3 OS Server sends operating system as well, for example, Apache v1.3 (Unix)
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 full Server sends the previously listed information plus information about compiled modules, for example, Apache v1.3 (Unix) PHP/3.0 MyMod/1.2
 
 ServerAlias ServerAlias name1 name2 name3 ... Virtual host
 
 ServerAlias gives a list of alternate names matching the current virtual host. If a request uses HTTP 1.1, it arrives with Host: server in the header and can match ServerName, ServerAlias, or the VirtualHost name.
 
 ServerPath ServerPath path Virtual host
 
 In HTTP/1.1 you can map several hostnames to the same IP address, and the browser distinguishes between them by sending the Host header. But it was thought there would be a transition period during which some browsers still used HTTP/1.0 and didn’t send the Host header.* So ServerPath lets the same site be accessed through a path instead. It has to be said that this directive often doesn’t work very well because it requires a great deal of discipline in writing consistent internal HTML links, which must all be written as relative links to make them work with two different URLs. However, if you have to cope with HTTP/1.0 browsers that don’t send Host headers accessing virtual sites, you don’t have much choice. For instance, suppose you have site1.somewhere.com and site2.somewhere.com mapped to the same IP address (let’s say 192.168.123.2), and you set up the httpd. conf file like this: ServerName site1.somewhere.com DocumentRoot /usr/www/site1 ServerPath /site1 ServerName site2.somewhere.com DocumentRoot /usr/www/site2 ServerPath /site2 
 
 * Note that this transition period was almost over before it started because many browsers sent the Host header even in HTTP/1.0 requests. However, in some rare cases, this directive may be useful.
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 Then an HTTP/1.1 browser can access the two sites with URLs http://site1. somewhere.com/ and http://site2.somewhere.com/. Recall that HTTP/1.0 can only distinguish between sites with different IP addresses, so both of those URLs look the same to an HTTP/1.0 browser. However, with the above setup, such browsers can access http://site1.somewhere.com/site1 and http://site1.somewhere. com/site2 to see the two different sites (yes, we did mean site1.somewhere.com in the latter; it could have been site2.somewhere.com in either, because they are the same as far as an HTTP/1.0 browser is concerned).
 
 ServerRoot ServerRoot directory Default directory: /usr/local/etc/httpd Server config
 
 ServerRoot specifies where the subdirectories conf and logs can be found. If you start Apache with the -f (file) option, you need to include the ServerRoot directive. On the other hand, if you use the -d (directory) option, as we do, this directive is not needed.
 
 PidFile PidFile file Default file: logs/httpd.pid Server config
 
 A useful piece of information about an executing process is its PID number. This is available under both Unix and Win32 in the PidFile, and this directive allows you to change its location. By default, it is in ... /logs/httpd.pid. However, only Unix allows you to do anything easily with it; namely, to kill the process.
 
 ScoreBoardFile ScoreBoardFile filename Default: ScoreBoardFile logs/apache_status Server config
 
 The ScoreBoardFile directive is required on some architectures in order to place a file that the server will use to communicate between its children and the parent. The easiest way to find out if your architecture requires a scoreboard file is to run Apache and see if it creates the file named by the directive. If your architecture requires it, then you must ensure that this file is not used at the same time by more than one invocation of Apache. If you have to use a ScoreBoardFile, then you may see improved speed by placing it on a RAM disk. But be aware that placing important files on a RAM disk involves a certain amount of risk.
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 Apache 1.2 and above: Linux 1.x and SVR4 users might be able to add -DHAVE_ SHMGET -DUSE_SHMGET_SCOREBOARD to the EXTRA_CFLAGS in your Config file. This might work with some 1.x installations, but not with all of them. (Prior to 1. 3b4, HAVE_SHMGET would have sufficed.)
 
 CoreDumpDirectory CoreDumpDirectory directory Default: <serverroot> Server config
 
 Specifies a directory where Apache tries to dump core. The default is the ServerRoot directory, but this is normally not writable by Apache’s user. This directive is useful only in Unix, since Win32 does not dump a core after a crash.
 
 SendBufferSize SendBufferSize Default: set by OS Server config
 
 Increases the send buffer in TCP beyond the default set by the operating system. This directive improves performance under certain circumstances, but we suggest you don’t use it unless you thoroughly understand network technicalities.
 
 LockFile LockFile <path>directory Default: logs/accept.lock Server config
 
 When Apache is compiled with USE_FCNTL_SERIALIZED_ACCEPT or USE_FLOCK_ SERIALIZED_ACCEPT, it will not start until it writes a lock file to the local disk. If the logs directory is NFS mounted, this will not be possible. It is not a good idea to put this file in a directory that is writable by everyone, since a false file will prevent Apache from starting. This mechanism is necessary because some operating systems don’t like multiple processes sitting in accept() on a single socket (which is where Apache sits while waiting). Therefore, these calls need to be serialized. One way is to use a lock file, but you can’t use one on an NFS-mounted directory.
 
 KeepAlive KeepAlive number Default number: 5 Server config
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 The chances are that if a user logs on to your site, he or she will reaccess it fairly soon. To avoid unnecessary delay, this command keeps the connection open, but only for number requests, so that one user does not hog the server. You might want to increase this from 5 if you have a deep directory structure. Netscape Navigator 2 has a bug that fouls up keepalives. Apache from v1.2 on can detect the use of this browser by looking for Mozilla/2 in the headers returned by Netscape. If the BrowserMatch directive is set (see Chapter 4, Common Gateway Interface (CGI)), the problem disappears.
 
 KeepAliveTimeout KeepAliveTimeout seconds Default seconds: 15 Server config
 
 Similarly, to avoid waiting too long for the next request, this directive sets the number of seconds to wait for the next request. Once the request has been received, the TimeOut directive applies.
 
 TimeOut TimeOut seconds Default seconds: 1200 Server config
 
 Sets the maximum time that the server will wait for the receipt of a request and then its completion block by block. This directive used to have an unfortunate effect: downloads of large files over slow connections used to time out. The directive has, therefore, been modified to apply to blocks of data sent rather than to the whole transfer.
 
 HostNameLookups HostNameLookups [on|off|double] Default: off * Server config, virtual host
 
 If this directive is on, then every incoming connection is reverse DNS resolved, which means that, starting with the IP number, Apache finds the hostname of the client by consulting the DNS system on the Internet. The hostname is then used in the logs. If switched off, the IP address is used instead. It can take a significant amount of time to reverse resolve an IP address, so for performance reasons it is often best to leave this off, particularly on busy servers. Note that the support
 
 * Before Apache v1.3, the default was on. Upgraders please note.
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 program logresolve is supplied with Apache to reverse resolve the logs at a later date.* The new double keyword supports the double-reverse DNS test. An IP address passes this test if the forward map of the reverse map includes the original IP. Regardless of the setting here, mod_access access lists using DNS names require all the names to pass the double-reverse test.
 
 Include Include filename Server config
 
 filename points to a file that will be included in the Config file in place of this directive.
 
 Two Sites and Apache Our business has now expanded, and we have a team of salespeople. They need their own web site with different prices, gossip about competitors, conspiracies, plots, plans, and so on, that is separate from the customers’ web site we have been talking about. There are essentially two ways of doing this: 1. Run a single copy of Apache that maintains two or more web sites as virtual sites. This is the most usual method. 2. Run two (or more) copies of Apache, each maintaining a single site. This is seldom done, but we include it for the sake of completeness.
 
 Controlling Virtual Hosts on Unix When started without the -X flag, which is what you would do in real operation, Apache launches a number of child versions of itself so that any incoming request can be instantly dealt with. This is an excellent scheme, but we need some way of controlling this sprawl of software. The necessary directives are there to do it.
 
 MaxClients MaxClients number Default number: 150 Server config
 
 * Dynamically allocated IP addresses may not resolve correctly at any time other than when they are in use. If it is really important to know the exact name of the client, HostNameLookups will have to be set to on.
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 This directive limits the number of requests that will be dealt with simultaneously. In the current version of Apache, this effectively limits the number of servers that can run at one time.
 
 MaxRequestsPerChild MaxRequestsPerChild number Default number: 30 Server config
 
 Each child version of Apache handles this number of requests and dies (unless the value is 0, in which case it will last forever or until the machine is rebooted). It is a good idea to set a number here so that any accidental memory leaks in Apache are tidied up. Although there are no known leaks in Apache, it is not impossible for them to occur in the system libraries, so it is probably wise not to disable this unless you are absolutely sure the code is byte-tight.
 
 MaxSpareServers MaxSpareServers number Default number: 10 Server config
 
 No more than this number of child servers will be left running and unused. Setting this to an unnecessarily large number is a bad idea, since it depletes resources needlessly. How many is too many depends on which modules you have used and your detailed configuration. You can get some clues by studying memory consumption with ps, top, and the like.
 
 MinSpareServers MinSpareServers number Default number: 5 Server config
 
 Apache attempts to keep at least this number of spare servers running. If fewer than this number exist, new ones will be started at an increasing rate each second until MAX_SPAWN_RATE is reached. MAX_SPAWN_RATE is defined to be 32 by default, but can be overridden at compile time. If no new servers are needed, the number to be added is reset to 1. Setting number unnecessarily high is a bad idea because it uses up resources needlessly.
 
 StartServers StartServers number Default number: 5 Server config
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 Although the number of servers is controlled dynamically (see MaxSpareServers), you may have a heavily used site and want to make sure that it starts up with lots of servers, rather than waiting for demand to set them going. In older versions of Apache, new servers were only started at the rate of one per second, so careful consideration had to be given to these numbers on heavily loaded systems. However, in Apache 1.3 new servers are started more aggressively, so fine tuning of StartServers, MinSpareServers, and MaxSpareServers should be considerably less important. To cope with sudden bursts of traffic on heavily loaded systems, it is worth having a few spare servers available. Experience has shown that servers handling one million hits per day work well with MaxSpareServers set to 64 and MinSpareServers set to 32. Startup performance can be optimized by setting StartServers somewhere in the range of MinSpareServers to MaxSpareServers. It may also be worth increasing MaxRequestsPerChild in order to avoid unnecessary overhead from process restarts, but note that you increase the risk of damage by memory leaks if you do this. Do make sure you have enough memory available to actually run this many copies of Apache!
 
 Unix File Limits If you were doing this for real, you would expect the number of virtual httpds running to increase to cope with our various spin-off businesses. This may cause trouble. Some Unix systems will allow child processes to open no more than 64 file descriptors at once. Each virtual host consumes two file descriptors in opening its transfer and error log files, so 32 virtual hosts use up the limit. The problem shows up in “unable to fork” messages in the error logs, though this is not actually because Unix is unable to fork but because it can’t create the pipes.* The solution is to use a single log and separate it out later.
 
 Controlling Virtual Hosts on Win32 The Win32 version of Apache runs a parent version of the code and a single multithreaded child that handles all requests.
 
 * This particular error can be caused by various resource shortages, particularly open file limits and process limits; unfortunately, Apache doesn’t generally tell you what caused the problem, which can be very frustrating. A particularly irritating pitfall is caused by restarting the server from a shell that sets the limits to different values from those used when the server started automatically at system boot. tcsh, for example, tends to do this.
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 ThreadsPerChild ThreadsPerChild number Default number: 50 Server config
 
 Currently this directive is only relevant to Win32. You may need to increase this number from 50, the default, if your site gets a lot of simultaneous hits. The name ThreadsPerChild may suggest that there can be more than one child process in a Win32 installation, but this is not currently the case.*
 
 Virtual Hosts On site.twocopy (see “Two Copies of Apache,” later in this chapter) we run two different versions of Apache, each serving a different URL. It would be rather unusual to do this in real life. It is more common to run a number of virtual Apaches that steer incoming requests on different URLs—usually with the same IP address—to different sets of documents. These might well be home pages for members of your organization or your clients. In the first edition of this book we showed how to do this for Apache 1.2 and HTTP/1.0. The result was rather clumsy, with a main host and a virtual host, but it coped with HTTP/1.0 clients. However, the setup can now be done much more neatly with the NameVirtualHost directive. The possible combinations of IPbased and name-based hosts can become quite complex. A full explanation with examples and the underlying theology can be found at http://www.apache.org/ docs/vhosts but it has to be said that several of the possible permutations are unlikely to be very useful in practice.
 
 Name-Based Virtual Hosts This is by far the preferred method of managing virtual hosts, taking advantage of the ability of HTTP/1.1-compliant browsers to send the name of the site they want to access. At .../site.virtual/Name-based we have www.butterthlies.com and sales. butterthlies.com on 192.168.123.2. Of course, these sites must be registered on the Web (or if you are dummying the setup as we did, included in /etc/hosts). The Config file is as follows: User webuser Group webgroup NameVirtualHost 192.168.123.2
 
 * If you really want to know: Win32 will not distribute requests among multiple children like Unix does. The first process to open a port gets all the connections, whether it is ready for them or not. Microsoft claims this is a Good Thing. We’re not so sure.
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 Chapter 3: Toward a Real Web Site ServerAdmin [email protected] DocumentRoot /usr/www/site.virtual/htdocs/customers ServerName www.butterthlies.com ErrorLog /usr/www/site.virtual/name-based/logs/error_log TransferLog /usr/www/site.virtual/name-based/logs/access_log ServerAdmin [email protected] DocumentRoot /usr/www/site.virtual/htdocs/salesmen ServerName sales.butterthlies.com ErrorLog /usr/www/site.virtual/name-based/logs/error_log TransferLog /usr/www/site.virtual/name-based/logs/access_log 
 
 The key directive is NameVirtualHost, which tells Apache that requests to that IP number will be subdivided by name. It might seem that the ServerName directives play a crucial part, but they just provide a name for Apache to return to the client. The sections now are identified by the name of the site we want them to serve. If this directive were left out, Apache would issue a helpful warning that www.butterthlies.com and sales.butterthlies.com were overlapping (i. e., rival interpretations of the same IP number) and that perhaps we needed a NameVirtualHost directive. Which indeed we would. The virtual sites can all share log files, as shown in the given Config file, or they can use separate ones. NameVirtual Host NameVirtualHost address[:port] Server config
 
 NameVirtualHost allows you to specify the IP addresses of your name-based virtual hosts. Optionally, you can add a port number. The IP address has to match with the IP address at the top of a block, which must include a ServerName directive followed by the registered name. The effect is that when Apache receives a request addressed to a named host, it scans the blocks having the same IP number that was declared with a NameVirtualHost directive to find one that includes the requested ServerName. Conversely, if you have not used NameVirtualHost, Apache looks for a block with the correct IP address and uses the ServerName in the reply. One use of this is to prevent people from getting to hosts blocked by the firewall by using the IP of an open host and the name of a blocked one.
 
 IP-Based Virtual Hosts In the authors’ experience, most of the Web still uses IP-based hosting, because although almost all clients use browsers that support HTTP/1.1, there is still a tiny
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 proportion that doesn’t, and who wants to lose business unnecessarily? However, the Web is running out of numbers, and sooner or later, people will have to move to name-based hosting. This is how to configure Apache to do IP-based virtual hosting. The Config file is: User webuser Group webgroup ServerName www.butterthlies.com ServerAdmin [email protected] DocumentRoot /usr/www/site.virtual/htdocs/customers ErrorLog /usr/www/site.virtual/IP-based/logs/error_log TransferLog /usr/www/site.virtual/IP-based/logs/access_log ServerName sales.butterthlies-IP.com ServerAdmin [email protected] DocumentRoot /usr/www/site.virtual/htdocs/salesmen ServerName sales.butterthlies.com ErrorLog /usr/www/site.virtual/IP-based/logs/error_log TransferLog /usr/www/site.virtual/IP-based/logs/access_log 
 
 This responds nicely to requests to http://www.butterthlies.com and http://sales-IP. butterthlies.com. The way our machine was set up, it also served up the customers’ page to a request on http://www.sales.com—which is to be expected since they share a common IP number.
 
 Mixed Name/IP-Based Virtual Hosts You can, of course, mix the two techniques. blocks that have been NameVirtualHost’ed will respond to requests to named servers; others will respond to requests to the appropriate IP numbers: User webuser Group webgroup NameVirtualHost 192.168.123.2 ServerAdmin [email protected] DocumentRoot /usr/www/site.virtual/htdocs/customers ErrorLog /usr/www/site.virtual/IP-based/logs/error_log TransferLog /usr/www/site.virtual/IP-based/logs/access_log ServerAdmin [email protected] DocumentRoot /usr/www/site.virtual/htdocs/salesmen
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 Chapter 3: Toward a Real Web Site ServerName sales.butterthlies.com ErrorLog /usr/www/site.virtual/IP-based/logs/error_log TransferLog /usr/www/site.virtual/IP-based/logs/access_log ServerAdmin [email protected] DocumentRoot /usr/www/site.virtual/htdocs/salesmen ServerName sales.butterthlies.com ErrorLog /usr/www/site.virtual/IP-based/logs/error_log TransferLog /usr/www/site.virtual/IP-based/logs/access_log 
 
 The two named sites are dealt with by the NameVirtualHost directive, whereas requests to sales-IP.butterthlies.com, which we have set up to be 192.168.123.3, are dealt with by the third block.
 
 Port-Based Virtual Hosting Port-based virtual hosting follows on from IP-based hosting. The main advantage of this technique is that it makes it possible for a webmaster to test a lot of sites using only one IP address/hostname, or, in a pinch, host a large number of sites without using name-based hosts and without using lots of IP numbers. Unfortunately, most people don’t like their web server having a funny port number. User webuser Group webgroup Listen 80 Listen 8080 ServerName www.butterthlies.com ServerAdmin [email protected] DocumentRoot /usr/www/site.virtual/htdocs/customers ErrorLog /usr/www/site.virtual/IP-based/logs/error_log TransferLog /usr/www/site.virtual/IP-based/logs/access_log ServerName sales-IP.butterthlies.com ServerAdmin [email protected] DocumentRoot /usr/www/site.virtual/htdocs/salesmen ServerName sales.butterthlies.com ErrorLog /usr/www/site.virtual/IP-based/logs/error_log TransferLog /usr/www/site.virtual/IP-based/logs/access_log 
 
 The Listen directives tell Apache to watch ports 80 and 8080. If you set Apache going and access http://www.butterthlies.com, you arrive on port 80, the default, and see the customers’ site; if you access http://www.butterthlies.com:8080, you get the salespeople’s site.
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 Two Copies of Apache To illustrate the possibilities, we will run two copies of Apache with different IP addresses on different consoles, as if they were on two completely separate machines. This is not something you want to do often, but for the sake of completeness, here it is. Normally, you would only bother if the different virtual hosts needed very different configurations, such as different values for ServerType, User, TypesConfig, or ServerRoot (none of these directives can apply to a virtual host, since they are global to all servers, which is why you have to run two copies to get the desired effect). If you are expecting a lot of hits, you should try to avoid running more than one copy, as doing so will generally load the machine more. In our case, we don’t have any real need to run two copies; however, we will go this route for the sake of education. You can find the necessary machinery in ... /site.twocopy. There are two subdirectories: customers and sales. The Config file in ... /customers contains the following: User webuser Group webgroup ServerName www.butterthlies.com DocumentRoot /usr/www/site.twocopy/customers/htdocs BindAddress www.butterthlies.com TransferLog logs/access_log
 
 In ... /sales the Config file is: User webuser Group webgroup ServerName sales.butterthlies.com DocumentRoot /usr/www/site.twocopy/sales/htdocs Listen sales-not-vh.butterthlies.com:80 TransferLog logs/access_log
 
 On this occasion, we will exercise the sales-not-vh.butterthlies.com URL. For the first time, we have more than one copy of Apache running, and we have to associate requests on specific URLs with different copies of the server. There are three more directives to do this.
 
 BindAddress BindAddress addr Default addr: any Server config
 
 This directive forces Apache to bind to a particular IP address, rather than listening to all IP addresses on the machine.
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 Port Port port Default port: 80 Server config
 
 When used in the main server configuration (i.e., outside any sections) and in the absence of a BindAddress or Listen directive, the Port directive sets the port number on which Apache is to listen. This is for backward compatibility, and really you should use BindAddress or Listen. When used in a section, this specifies the port that should be used when the server generates a URL for itself (see also ServerName and UseCanonicalName). It does not set the port the virtual host listens on—that is done by the directive itself.
 
 Listen Listen hostname:port Server config
 
 Listen tells Apache to pay attention to more than one IP address or port. By default it responds to requests on all IP addresses, but only to the port specified by the Port directive. It therefore allows you to restrict the set of IP addresses listened to and increase the set of ports. Listen is the preferred directive; BindAddress is obsolete, since it has to be combined with the Port directive if any port other than 80 is wanted. Also, more than one Listen can be used, but only a single BindAddress. There are some housekeeping directives to go with these three.
 
 ListenBacklog ListenBacklog number Default: 511 Server config
 
 Sets the maximum length of the queue of pending connections. Normally, doing so is unnecessary, but it can be useful if the server is under a TCP SYN flood attack, which simulates lots of new connection opens that don’t complete. On some systems, this causes a large backlog, which can be alleviated by setting the ListenBacklog parameter. Only the knowledgeable should do this. See the backlog parameter in the manual entry for listen(2). Back in the Config file, DocumentRoot, as before, sets the arena for our offerings to the customer. ErrorLog tells Apache where to log its errors, and TransferLog its successes. As we will see in Chapter 11, What’s Going On?, the information stored in these logs can be tuned.
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 ServerType ServerType [inetd|standalone] Default: standalone Server config
 
 The ServerType directive allows you to control the way in which Apache handles multiple copies of itself. The arguments are inetd or standalone (the default). inetd You might not want Apache to spawn a cloud of waiting child processes at all, but to start up a new one each time a request comes in and exit once it has been dealt with. This is slower, but consumes fewer resources when there are no clients to be dealt with. However, this method is deprecated by the Apache Group as being clumsy and inefficient. On some platforms it may not work at all, and the Group has no plans to fix it. The utility inetd is configured in /etc/ inetd.conf (see man inetd ). The entry for Apache would look something like this: http stream tcp nowait root /usr/local/bin/httpd httpd -d directory
 
 standalone The default; allows the swarm of waiting child servers. Having set up the customers, we can duplicate the block, making some slight changes to suit the salespeople. The two servers have different DocumentRoots, which is to be expected because that’s why we set up two hosts in the first place. They also have different error and transfer logs, but they do not have to. You could have one transfer log and one error log, or you could write all the logging for both sites to a single file. Type go on the server; while on the client, as before, access http://www.butterthlies.com or http://sales.butterthlies.com/. The files in ... /sales/htdocs are similar to those on ... /customers/htdocs, but altered enough that we can see the difference when we access the two sites. index.html has been edited so that the first line reads: SALESMEN Index to Butterthlies Catalogs
 
 The file catalog_summer.html has been edited so that it reads: Welcome to the great rip-off of '97: Butterthlies Inc All our worthless cards are available in packs of 20 at $1.95 a pack. WHAT A FANTASTIC DISCOUNT! There is an amazing FURTHER 10% discount if you order more than 100. 
 ...
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 and so on, until the joke gets boring. Now we can throw the great machine into operation. From console 1 (on FreeBSD hit ALT-F1), get into ... /customers and type: % ./go
 
 The first Apache is running. Now get into .../customers and again type: % ./go
 
 Now, as the client, you log on to http://www.butterthlies.com/ and see the customers’ site, which shows you the customers’ catalogs. Quit, and metamorphose into a voracious salesperson by logging on to http://sales.butterthlies.com/. You are given a nasty insight into the ugly reality beneath the smiling face of commerce!
 
 HTTP Response Headers The webmaster can set and remove HTTP response headers for special purposes, such as setting metainformation for an indexer, or PICS labels. Note that Apache doesn’t check whether what you are doing is at all sensible, so make sure you know what you are up to, or very strange things may happen.
 
 HeaderName HeaderName [set|add|unset|append] HTTP-header "value" HeaderName remove HTTP-header Anywhere
 
 The HeaderName directive takes two or three arguments: the first may be set, add, unset, or append; the second is a header name (without a colon); and the third is the value (if applicable). It can be used in , , or sections.
 
 Options Options option option ... Default: All Server config, virtual host, directory, .htaccess
 
 The Options directive is unusually multipurpose and does not fit into any one site or strategic context, so we had better look at it on its own. It gives the webmaster some far-reaching control over what people get up to on their own sites. All All options are enabled except MultiViews (for historical reasons), IncludesNOEXEC, and SymLinksIfOwnerMatch (but the latter is redundant if FollowSymLinks is enabled).
 
 Apache: The Definitive Guide, Second Edition, eMatter Edition Copyright © 1999 Ben Laurie and Peter Laurie. All rights reserved.
 
 Options
 
 69
 
 ExecCGI Execution of CGI scripts is permitted—and impossible if this is not set. The server follows symbolic links (i.e., file links made with the Unix ln -s utility); server-side includes are permitted (see Chapter 10, Server-Side Includes). FollowSymLinks See next section. Includes Server-side includes are permitted—and impossible if this is not set. IncludesNOEXEC Server-side includes are permitted, but #exec and #include of CGI scripts are disabled. Indexes If the customer requests a URL that maps to a directory, and there is no index. html there, this option allows the suite of indexing commands to be used, and a formatted listing is returned (see Chapter 7, Indexing). MultiViews Content-negotiated MultiViews are supported. This includes AddLanguage and image negotiation (see Chapter 6, MIME, Content and Language Negotiation). SymLinksIfOwnerMatch Symbolic links are followed and lead to files or directories owned by the same user (see next section). The arguments can be preceded by “+” or “–”, in which case they are added or removed. The following command, for example, adds Indexes but removes ExecCGI: Options +Indexes -ExecCGI
 
 If no options are set, and there is no directive, the effect is as if All had been set, which means, of course, that MultiViews is not set. If any options are set, All is turned off. This has at least one odd effect: if you have an .../htdocs directory without an index.html and a very simple Config file, and you access the site, you see a directory of .../htdocs. For example: User Webuser Group Webgroup ServerName www.butterthlies.com DocumentRoot /usr/www/site.ownindex/htdocs
 
 If you add the line: Options ExecCGI
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 and access it again, you see the following rather baffling message: FORBIDDEN You don't have permission to access / on this server
 
 The reason is that when Options is not mentioned, it is, by default, set to All. By switching ExecCGI on, you switch all the others off, including Indexes. The cure for the problem is to edit the Config file so that the new line reads: Options +ExecCGI
 
 Similarly, if “+” or “–” are not used and multiple options could apply to a directory, the last most specific one is taken. For example: Options ExecCGI Options Indexes
 
 results in only Indexes being set, which might surprise you. The same effect can arise through multiple blocks: Options Indexes FollowSymLinks Options Includes 
 
 Only Includes is set for /web/docs/specs.
 
 FollowSymLinks, SymLinksIfOwnerMatch When we saved disk space for our multiple copies of the Butterthlies catalogs by keeping the images bench.jpg, hen.jpg, bath.jpg, and tree.jpg in /usr/www/main_ docs and making links to them, we used hard links. This is not always the best idea, because if someone deletes the file you have linked to and then recreates it, you stay linked to the old version with a hard link. With a soft, or symbolic, link, you link to the new version. To make one, use ln -s source_filename destination_filename. However, there are security problems to do with other users on the same system. Imagine that one of them is a dubious character called Fred, who has his own webspace, .../fred/public_html. Imagine that the webmaster has a CGI script called fido that lives in .../cgi-bin and belongs to webuser. If the webmaster is wise, she has restricted read and execute permissions for this file to its owner and no one else. This, of course, allows web clients to use it because they also appear as webuser. As things stand, Fred cannot read the file. This is fine, and in line with our security policy of not letting anyone read CGI scripts. This denies them knowledge of any security holes.
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 Fred now sneakily makes a symbolic link to fido from his own webspace. In itself, this gets him nowhere. The file is as unreadable via symlink as it is in person. But if Fred now logs on to the Web (which he is perfectly entitled to do), accesses his own webspace and then the symlink to fido, he can read it because he now appears to the operating system as webuser. The Options command without All or FollowSymLinks stops this caper dead. The more trusting webmaster may be willing to concede FollowSymLinksIfOwnerMatch, since that too should prevent access.
 
 Restarts A webmaster will sometimes want to kill Apache and restart it with a new Config file, often to add or remove a virtual host. This can be done the brutal way, by stopping httpd and restarting it. This method causes any transactions in progress to fail in what may be an annoying and disconcerting way for the clients. A recent innovation in Apache was a scheme to allow restarts of the main server without suddenly chopping off any child processes that were running. There are three ways to restart Apache under Unix: •
 
 Kill and reload Apache, which then rereads all its Config files and restarts: % kill PID % httpd [flags]
 
 •
 
 The same effect is achieved with less typing by using the flag -HUP to kill Apache: % kill -HUP PID
 
 •
 
 A graceful restart is achieved with the flag -USR1. This rereads the Config files but lets the child processes run to completion, finishing any client transactions in progress, before they are replaced with updated children. In most cases, this is the best way to proceed, because it won’t interrupt people who are browsing at the time (unless you messed up the Config files): % kill -USR1 PID
 
 A script to do the job automatically (assuming you are in the server root directory when you run it) is as follows: #!/bin/sh kill -USR1 `cat logs/httpd.pid`
 
 Under Win32 it is enough to open a second MS-DOS window and type: apache -k shutdown|restart
 
 See the section “Apache’s Flags” in Chapter 2, Our First Web Site.
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 .htaccess An alternative to restarting to change Config files is to use the .htaccess mechanism. In effect, the changeable parts of the Config file are stored in a secondary file kept in .../htdocs. Unlike the Config file, which is read by Apache at startup, this file is read at each access. The advantage is flexibility, because the webmaster can edit it whenever he or she likes without interrupting the server. The disadvantage is a fairly serious degradation in performance, because the file has to be laboriously parsed to serve each request. The webmaster can limit what people do in their .htaccess files with the AllowOverride directive. He or she may also want to prevent clients seeing the .htaccess files themselves. This can be achieved by including these lines in the Config file: order allow,deny deny from all 
 
 CERN Metafiles A metafile is a file with extra header data to go with the file served—for example, you could add a Refresh header. There seems no obvious place for this material, so we will put it here, with apologies to those readers who find it rather odd.
 
 MetaFiles MetaFiles [on|off] Default: off Directory
 
 Turns metafile processing on or off on a directory basis.
 
 MetaDir MetaDir directory_name Default directory_name: .web Directory
 
 Names the directory in which Apache is to look for metafiles. This is usually a “hidden” subdirectory of the directory where the file is held. Set to the value “.” to look in the same directory.
 
 MetaSuffix MetaSuffix file_suffix Default file_suffix: .meta Directory
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 Names the suffix of the file containing metainformation. The default values for these directives will cause a request for DOCUMENT_ROOT/ mydir/fred.html to look for metainformation (supplementing the MIME header) in DOCUMENT_ROOT/mydir/fred.html.meta.
 
 Expirations Apache Version 1.2 brought the expires module, mod_expires, into the main distribution. The point of this module is to allow the webmaster to set the returned headers to pass information to clients’ browsers about documents that will need to be reloaded because they are apt to change, or alternatively, that are not going to change for a long time and can therefore be cached. There are three directives.
 
 ExpiresActive ExpiresActive [on|off] Anywhere, .htaccess when AllowOverride Indexes
 
 ExpiresActive simply switches the expiration mechanism on and off.
 
 ExpiresByType ExpiresByType mime-type time Anywhere, .htaccess when AllowOverride Indexes
 
 ExpiresByType takes two arguments. mime-type specifies a MIME type of file; time specifies how long these files are to remain active. There are two versions of the syntax. The first is: code seconds
 
 There is no space between code and seconds. code is one of the following: A
 
 Access time (or now, in other words)
 
 M
 
 Last modification time of the file
 
 seconds is simply a number. For example: A565656
 
 specifies 565656 seconds after the access time. The more readable second format is: base [plus] number type [number type ...]
 
 where base is one of the following: access Access time
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 now Synonym for access modification Last modification time of the file The plus keyword is optional, and type is one of the following: •
 
 years
 
 •
 
 months
 
 •
 
 weeks
 
 •
 
 days
 
 •
 
 hours
 
 •
 
 minutes
 
 •
 
 seconds
 
 For example: now plus 1 day 4 hours
 
 does what it says.
 
 ExpiresDefault ExpiresDefault time Anywhere, .htaccess when AllowOverride Indexes
 
 This directive sets the default expiration time, which is used when expiration is enabled but the file type is not matched by an ExpireByType directive.
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 Things are going so well here at Butterthlies, Inc., that we are hard put to keep up with the flood of demand. Everyone, even the cat, is hard at work typing in orders that arrive incessantly by mail and telephone. Then someone has a brainstorm: “Hey,” she cries, “let’s use the Internet to take the orders!” The essence of her scheme is simplicity itself. Instead of letting customers read our catalog pages on the Web and then, drunk with excitement, phone in their orders, we provide them with a form they can fill out on their screens. At our end we get a chunk of data back from the Web, which we then pass to a script or program we have written.
 
 Turning the Brochure into a Form Creating the form is a simple matter of editing our original brochure to turn it into a form. We have to resist the temptation to fool around, making our script more and more beautiful. We just want to add four fields to capture the number of copies of each card the customer wants and, at the bottom, a field for the credit card number. Before we get embroiled in artistry, let’s look briefly at a bit of theory.
 
 What Is HTTP? To recapitulate amidst a sea of initials: HTTP (HyperText Transmission Protocol) is the standard way of sending documents over the Web. HTTP uses the TCP protocol. The client (which is normally a browser such as Netscape) establishes a TCP connection to the server (which in our case is Apache) and then sends a request in HTTP format down that channel. The server examines the request and responds in whatever way its webmaster has told it to. The webmaster does this by configuring the Apache server and the files or scripts he or she provides on the system. 75 Apache: The Definitive Guide, Second Edition, eMatter Edition Copyright © 1999 Ben Laurie and Peter Laurie. All rights reserved.
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 The machine’s response may be in HTML, graphics, audio, VRML, Java, or whatever new fad the web fanatics have dreamed up since we went to press. Whatever it is, it consists of bytes of data that are made into packets by the server’s TCP/IP stack and transmitted. You can find a list of MIME types in the file mime. types or at http://www.isi.edu/in-notes/iana/assignments/media-types/media-types. The meanings are pretty obvious: text/html is HTML, text/plain is plain text, image/jpeg is a JPEG, and so on.
 
 What Is an HTTP Method? One of the more important fields in a request is METHOD. This tells the server how to handle the incoming data. For a complete account, see the HTTP/1.1 specification. Briefly, however, the methods are as follows: GET Returns the data asked for. To save network traffic, a “conditional GET” only generates a return if the condition is satisfied. For instance, a page that alters frequently may be transmitted. The client asks for it again: if it hasn’t changed since last time, the conditional GET generates a response telling the client to get it from its local cache. HEAD Returns the headers that a GET would have included, but without data. They can be used to test the freshness of the client’s cache. POST Tells the server to accept the data and do something with it, using the CGI* specified by the URL† in the ACTION field. For instance, when you buy a book across the Web, you fill in a form with the book’s title, your credit card numbers, and so on. Your browser will then tell the server to POST this data. PUT Tells the server to store the data. DELETE Tells the server to delete the data. TRACE Tells the server to return a diagnostic trace of the actions it takes.
 
 * Typically, although the URL could specify a module or even something more exotic. † Often this will be the ACTION field from an HTML form, but in principle, it could be generated in any way a browser sees fit.
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 CONNECT Used to ask a proxy to make a connection to another host and simply relay the content, rather than attempting to parse or cache it. This is often used to make SSL connections through a proxy. Note that servers do not have to implement all these methods. See RFC 2068 for more detail.
 
 The Form The catalog, now a form with the new lines marked: How many packs of 20 do you want? 
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 Style 2316 
 
 Get SCRAMBLED in the henhouse 
How many packs of 20 do you want? 
 Style 2318 
 
 Get DIRTY in the bath 
Which Credit Card are you using? 
	Access 
	Amex 
	MasterCard Your card number? 
 Postcards designed by [email protected] 
 Butterthlies Inc, Hopeful City, Nevada 99999  
 
 The Apache manual tells us what the elements are: config This command controls various aspects of the parsing. The valid attributes are as follows: errmsg The value is a message that is sent back to the client if an error occurs during document parsing. sizefmt The value sets the format to be used when displaying the size of a file. Valid values are bytes for a count in bytes, or abbrev for a count in kilobytes or megabytes as appropriate. timefmt The value is a string to be used by the strftime() library routine when printing dates. echo This command prints one of the include variables, defined later in this chapter. If the variable is unset, it is printed as (none). Any dates printed are subject to the currently configured timefmt. The only attribute is: var The value is the name of the variable to print. exec The exec command executes a given shell command or CGI script. Options IncludesNOEXEC disables this command completely—a boon to the prudent webmaster. The valid attribute is: cgi The value specifies a %-encoded URL relative path to the CGI script. If the path does not begin with a slash, it is taken to be relative to the current document. The document referenced by this path is invoked as a CGI
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 script, even if the server would not normally recognize it as such. However, the directory containing the script must be enabled for CGI scripts (with ScriptAlias or the ExecCGI option). The protective wrapper suEXEC will be applied if it is turned on. The CGI script is given the PATH_INFO and query string (QUERY_STRING) of the original request from the client; these cannot be specified in the URL path. The include variables will be available to the script in addition to the standard CGI environment. If the script returns a Location header instead of output, this is translated into an HTML anchor. If Options IncludesNOEXEC is set in the Config file, this command is turned off. The include virtual element should be used in preference to exec cgi. cmd The server executes the given string using /bin/sh. The include variables are available to the command. If Options IncludesNOEXEC is set in the Config file, this is turned off. fsize This command prints the size of the specified file, subject to the sizefmt format specification. The attributes are as follows: file The value is a path relative to the directory containing the current document being parsed. virtual The value is a %-encoded URL path relative to the current document being parsed. If it does not begin with a slash, it is taken to be relative to the current document. flastmod This command prints the last modification date of the specified file, subject to the timefmt format specification. The attributes are the same as for the fsize command. include Includes other Config files immediately at that point in parsing—right there and then, not later on. Any included file is subject to the usual access control. If the directory containing the parsed file has Options IncludesNOEXEC set and including the document causes a program to be executed, it isn’t included: this prevents the execution of CGI scripts. Otherwise, CGI scripts are invoked as normal using the complete URL given in the command, including any query string. An attribute defines the location of the document; the inclusion is done for each attribute given to the include command. The valid attributes are as follows.
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 file The value is a path relative to the directory containing the current document being parsed. It can’t contain ../, nor can it be an absolute path. The virtual attribute should always be used in preference to this one. virtual The value is a %-encoded URL relative to the current document being parsed. The URL cannot contain a scheme or hostname, only a path and an optional query string. If it does not begin with a slash, then it is taken to be relative to the current document. A URL is constructed from the attribute’s value, and the server returns the same output it would have if the client had requested that URL. Thus, included files can be nested. A CGI script can still be run by this method even if Options IncludesNOEXEC is set in the Config file. The reasoning is that clients can run the CGI anyway by using its URL as a hot link or simply typing it into their browser, so no harm is done by using this method (unlike cmd or exec).
 
 File Size The fsize command allows you to report the size of a file inside a document. The file size.shtml is as follows: bytes. another_file is bytes.
 
 If we had not used the errmsg command, we would see the following: ...[an error occurred while processing this directive]...
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 File Modification Time The last modification time of a file can be reported with flastmod. This gives the client an idea of the freshness of the data you are offering. The format of the output is controlled by the timefmt attribute of the config element. The default rules for timefmt are the same as for the C library function strftime(), except that the year is now shown in four-digit format to cope with the Year 2000 problem. Win 32 Apache is soon to be modified to make it work in the same way as the Unix version. Win32 users who do not have access to Unix C manuals can consult the FreeBSD documentation at http://www.freebsd.org, for example: % man strftime
 
 (We have not included it here because it may well vary from system to system.) The file time.shtml gives an example: The mod time of this file is 
 
 This produces a response such as the following: The mod time of this file is Tuesday August 19, the 240th day of the year, 841162166 seconds since the Epoch The mod time of another_file is Tuesday August 19, the 240th day of the year, 841162166 seconds since the Epoch
 
 Includes We can include one file in another with the include command: >> That was it.
 
 This produces the following response: This is some text in which we want to include text from another file: > That was it.
 
 Execute CGI We can have a CGI script executed without having to bother with AddHandler, SetHandler, or ExecCGI. The file exec.shtml contains: >>
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 Chapter 10: Server-Side Includes and now /usr/www/cgi-bin/mycgi.cgi: > That was it.
 
 There are two attributes available to exec: cgi and cmd. The difference is that cgi needs a URL (in this case cgi-bin/mycgi.cgi, set up by the ScriptAlias line in the Config file) and is protected by suEXEC if configured, whereas cmd will execute anything. There is a third way of executing a file, namely, through the virtual attribute to the include command. When we select exec.shtml from the browser, we get this result: We're now going to execute 'cmd="ls > and now /usr/www/cgi-bin/mycgi.cgi: > and now the 'virtual' option: > That was it.
 
 -l"'': 08:33 1997 10:52 1997 1997 1997
 
 another_file echo.shtml exec.shtml include.shtml size.shtml time.shtml
 
 A prudent webmaster should view the cmd and cgi options with grave suspicion, since they let writers of SSIs give both themselves and outsiders dangerous access. However, if he or she uses Options +IncludesNOEXEC in the Config file, the problem goes away: We're now going to execute 'cmd="ls -l"'': > and now /usr/www/cgi-bin/mycgi.cgi: > and now the 'virtual' option: > That was it.
 
 Now, nothing can be executed through an SSI that couldn’t be executed directly through a browser, with all the control that implies for the webmaster. (You might think that exec cgi= would be the way to do this, but it seems that some question of backward compatibility intervenes.)
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 Apache 1.3 introduced the improvement that buffers containing the output of CGI scripts are flushed and sent to the client whenever the buffer has something in it and the server is waiting.
 
 Echo Finally, we can echo a limited number of environment variables: DATE_GMT, DATE_LOCAL, DOCUMENT_NAME, DOCUMENT_URI, and LAST_MODIFIED. The file echo.shtml is: Echoing the Document_URI 
 
 and produces the response: Echoing the Document_URI /echo.shtml Echoing the DATE_GMT Saturday, 17-Aug-96 07:50:31
 
 XBitHack This is an obsolete facility for handling server-side includes automatically if the execute permission is set on a file. It is provided for backward compatibility. If the group execute bit is set, a long expiration time is given to the browser. It is better to use a handler as described above.
 
 XSSI This is an extension of the standard SSI commands available in the XSSI module, which became a standard part of the Apache distribution in Version 1.2. XSSI adds the following abilities to the standard SSI: •
 
 XSSI allows variables in any SSI commands. For example, the last modification time of the current document could be obtained with:					    
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