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 Introduction T
 
 his book is about Apache log4j, the most popular Java-based logging API available in the market. This book deals with the concept of building a flexible and robust application logging framework for Java-based applications and is an in-depth guide to the use of Apache log4j 1.2.9 with an emphasis on the following: • Understanding the internals of the log4j API and how they work • Working with the extremely useful, robust logging features available in log4j • Extending the existing log4j framework for certain specialized application-specific requirements In recent times, software applications have become more complex and distributed in nature. Time has become the most crucial factor in delivering and supporting any application. Proper logging makes it many times easier to identify and locate problems within applications. Thus, logging is critical to the overall success of any application measured against the maintainability and supportability of the application. The pursuit of a solid logging framework leads to Apache log4j.
 
 Who This Book Is For This book targets intermediate to advanced Java language application developers. It provides many simple and straightforward examples that demand only minimal familiarity with the Java language. Thus, this book can also be useful to non–Java language programmers, who can still benefit from the ideas presented in this book.
 
 How This Book Is Structured • Chapter 1, “Introduction to Application Logging”: This chapter discusses application logging and describes the advantages and disadvantages related to the various concepts of application logging. The chapter also discusses the criteria of a good logging framework. • Chapter 2, “Understanding Apache log4j”: This chapter provides an in-depth discussion of Apache log4j based on version 1.2.9. It explains the core objects involved in the log4j framework and how they work and interact with each other to finally produce the logging output.
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 ■INTRODUCTION
 
 • Chapter 3, “Destination of Logging—The Appender Objects”: This chapter discusses the various Appender objects available within the log4j API. Appenders are responsible for sending the logging information to its destination. The chapter describes in detail how to configure and use each available Appender object and provides configuration and usage examples. • Chapter 4, “Formatting Logging Information in log4j”: This chapter discusses the various Layout objects available within the log4j API. Layout objects are responsible for formatting the logging information in the desired fashion. It describes in detail how to configure and use each available Layout object and provides examples of configuration and usage. • Chapter 5, “Filtering, Error Handling, and Special Rendering of Log Messages”: This chapter discusses the concepts of filtering, error handling, and special rendering of logging information using the tools available within the log4j API. It explains how to use and extend the default log4j components to create application-specific filters, error handlers, and renderers. • Chapter 6, “Extending log4j to Create Custom Logging Components”: This chapter discusses the technology for extending project-specific logging components by extending the existing log4j framework. • Chapter 7, “A Complete log4j Example”: This chapter presents a complete log4j usage example in detail. • Chapter 8, “Log4j and J2EE”: This chapter covers the various issues in using log4j in a J2EE environment and the complexities involved in using log4j within a J2EE container. It also provides guideline solutions with an example WebLogic application server. • Chapter 9, “Using the Apache Log Tag Library”: This chapter discusses the Apache Log tag library, which can be used along with JavaSever Pages (JSP) to achieve log4j-based logging activity. It describes the installation and use of the Log tag library and shows how to incorporate custom tags within this library. • Chapter 10, “Best Practices and Looking Forward to 1.3”: This chapter discusses the best practices involved in using Apache log4j. It also compares Apache log4j to JDK logging. Finally, this chapter prepares the readers for the forthcoming version 1.3 release of log4j. • Appendix A, “The log4j Configuration Parameters”: This appendix provides a complete list of all the configurable components in log4j and their configuration parameters. • Appendix B: “The log4j DTD”: This appendix provides the complete Document Type Definition (DTD) for the log4j configuration.
 
 Downloading the Code The source code for this book is available in ZIP file format in the Downloads section of the Apress Web site (www.apress.com).
 
 Contacting the Authors You can reach Samudra Gupta at [email protected].
 
 CHAPTER
 
 1
 
 ■■■
 
 Introduction to Application Logging I
 
 magine it is late at night and you are still busy debugging your application. Worse—you are debugging another person’s code! You have no clue what is wrong with the system. You are not sure where the problem lies. You cannot find any error trace. You do not know what to do, but you do know what is next—the raging managers, the anxious clients—and still it will take time to debug a piece of code without a trace of what is going on. What is the problem? It is a well-known fact that no software is bug-free. Therefore, we need to assume that application modules may malfunction from time to time, and we need some mechanism to trace what is going wrong. This is precisely the role of application logging. Any commercial application will need logging capability. Debugging an application without any logging trace is time-consuming and costly. Indirectly, a hard-to-debug application loses its market value. Indeed, the impact of well-controlled application logging is multilevel. It improves the quality of the code produced, it increases the maintainability of the application, and all this means more market for the product. In this chapter, you will see what application logging is and discover its benefits, plus explore a few available Java language–based logging Application Programming Interface(s) (APIs). We will begin with a detailed definition of logging and its value.
 
 What Is Logging? Logging in any application generally means some way to indicate the state of the system at runtime. However, we all use logging during development to debug and test our modules. The logging activity that should be a part of the application in the deployment phase demands much more thought and care. We almost always want to produce logging that is informative and effective but involves the least possible effort. Keeping all these points in mind, let’s define application logging in the following manner:
 
 Logging is a systematic and controlled way of representing the state of an application in a human-readable fashion.
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 One important point about logging is that it is not synonymous with debugging traces in an application. Logging information can offer more than mere debugging information. However, its usefulness totally depends on how we apply logging within an application. Logging information may be of immense value in analyzing an application’s performance. Moreover, we can bundle the application’s internal states in logging information and store that information in a structured manner to reuse in the future. This definition of logging highlights the following important points: • It is systematic. • It is controlled. • It represents an application’s state. In the following sections, we will examine each of these features one by one.
 
 Logging Is Systematic Logging should be a systematic approach rather than an arbitrary way of producing information. More often than not, we will need to define a strategy for our logging activity. Before we begin, we need to decide what information to log, yet these decisions are not always easy. We should look at this problem from more than one angle. Typically, we need to produce logs for debugging and day-to-day maintenance of an application. We may also need to produce detailed logs for system administrators monitoring the performance of the system. We may need to distribute logging information to various remote places to facilitate remote application management. The issues are endless. Hence, we need a logging strategy before we embark on writing an application.
 
 Logging Is Controlled There is one and only one way to log the information we require: We have to write some logging code within our applications. The logging code needs to go through the same controls as the main application code. Like every piece of application code, the logging code can be well written or badly written. Keep in mind that logging exists to support and improve the quality of the application being written. Therefore, the logging code should be written in such a way that it has the least possible impact on the overall performance of the system. Also, we need to control the format of the logging information, and the location where the logging information is stored. The logging information needs to be structured so that is easily readable and can be processed at a future date with minimal effort. One formatting option is to generate logs in XML rather than in simple text. Although the simple text format may be desirable in the development stage, XML is much more reusable and portable when the application is deployed. In regard to storage, we may need to store logging information in a database to maintain a history of the logs produced.
 
 Logging Information Represents the Application State The logging information the application produces may be quite useless if we don’t take sufficient care deciding what to log. To make logging activity most effective, we should aim to represent the internal state of the system wherever required, and also to present a clear idea of the application’s stage of control and what the application is doing. If you can visualize your system as a collection of distinct components performing several related and sequential tasks, you may need to log the state of the system before and after each task is performed.
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 Advantages of Logging Almost all software development projects run on strict schedules. In this context, incorporating logging code in an application demands extra time and effort. But all software projects are aimed at producing a good end product, and to meet that goal, any application must implement some sort of logging methodology. The benefits of incorporating robust logging in an application make it worthwhile to plan ahead for this capability. In short, logging within an application can offer the following benefits: • Problem diagnosis: No matter how well written our code is, there may be some problems hidden in it. As soon as the triggering conditions occur, the hidden problems come to the surface. If our applications have well-written code for logging the internal state of the system, we will be able to detect the problems precisely and quickly. • Quick debugging: Once we diagnose the problem, we know exactly how to solve the problem. The logging trace should be aimed at showing the precise location of the problem, which means we will be able to debug the application in less time. Well-planned and well-written logging code greatly reduces the overall cost of debugging the application. • Easy maintenance: Applications with a good logging feature are easy to debug and therefore easy to maintain compared to any application without a similar logging feature. The logging information typically contains more information than the debugging trace. • History: A good logging feature in an application results in logging information being preserved in a structured way at a desired location. The location may be a file, database, or remote machine. All this enables system administrators to retrieve the logging information at a future date by going through the logging history. • Cost and time savings: As explained, well-written logging code offers quick debugging, easy maintenance, and structured storage of an application’s runtime information. This makes installation, day-to-day maintenance, and debugging much more cost- and timeeffective.
 
 Disadvantages of Logging In the previous section, we discussed the benefits of logging. In reality, these benefits do not come without a cost. Some disadvantages are inherent in the logging activity, and some may arise from improper use of logging. Whatever the case, the following disadvantages can occur with any logging process: • Logging adds runtime overhead due to the generation of logging information and the device Input/Output (I/O) related to publishing logging information. • Logging adds programming overhead due to the extra code required for producing logging information. The logging process increases the size of the code. • Badly produced logging information can cause confusion. • Badly written logging code can seriously affect the application’s performance. • Last but not least, logging requires planning ahead, as adding logging code at a late stage of development is difficult.
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 Despite the disadvantages involved, logging is one of the essential elements of producing quality applications. Carefully planned and well-written logging code will often remove some of the demerits that might otherwise be prominent in poorly programmed logging code.
 
 How Logging Works In the previous sections I discussed the process, advantages, and disadvantages associated with logging. We all want to write an application with a well-designed logging feature. But the question is how to achieve an effective logging mechanism. You are probably acquainted with the most familiar Java syntax, System.out.println(), and you might know the famous printf() command in the C language. These produce a piece of information that is printed to a console, and they represent the most primitive type of logging that can be embedded within an application. Such items will produce what we want in a nice and simple fashion. But they defeat the purpose of controlled logging in that there is no way we can turn off any of these statements. You might be wondering why you need to turn off logging statements when you put so much effort into including them. A complex application may have complicated logging activities. One goal of logging may be to produce enough information about the internal state and functioning of the system. Another goal may be to produce enough detail that in case of malfunction the problem can be detected and debugged quickly. On a good day, when an application is running without any problems, any debugging-related logging information appearing in the logging trace may prevent the logging information from being clean and easily understandable. So we need some mechanism to turn off the debug-related logging trace. On a not-so-good day, we may wish to turn on the debug-related logging to see exactly what is going wrong. The normal System.out.println() logging methodology is not capable of offering such flexibility, because it does not provide a way to modify the behavior of the static logging code. Even if we accept that we always want to see what we produce, the other problem is that it is very difficult to segregate logging messages into different priority levels. Surely, messages related to a database operation problem are more crucial than messages showing entry and exist to and from a method. In essence, a robust logging framework means that the messages should be categorized in terms of their severity. Also, we should be able to switch over to any severity level to see messages with only that level of severity. But this sort of flexibility should not mean changes to the source code. We need to achieve this flexibility via configuration parameters. Thus, a good logging system needs to be highly configurable. It is also very important that we be able to redirect logging information to a chosen destination, such as a database, file, etc., so that we can reuse that information. Console-based logging activity is limited; it is volatile, as the logging information is not stored anywhere for future reference. A robust logging framework should offer flexibility in terms of the logging destination and message formatting. While it is true that a good logging API will provide a flexible, robust, and feature-rich logging environment, it also demands appropriate and efficient use of all these logging features. In this book, we will examine basic logging techniques with Apache log4j. Chapter 10 will focus on the best practices involved in using Apache log4j. From the architectural point of view, software application modules and logging components reside in two separate layers. The application makes a call to the logging components in the logging
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 layer and delegates the logging responsibility to those components. The logging components receive the logging request and publish the logging information at preferred destinations. Figure 1-1 represents the collaboration of a software module and its logging components.
 
 Figure 1-1. The application logging process
 
 As shown in the figure, the logging components have the freedom to publish logging information to any destination of choice, such as a file, database, or remote location. The logging components can, in turn, use any other available technologies to achieve localized and distributed logging.
 
 Evaluating a Logging Package In a large-scale development process, it is crucial that we implement a proper logging mechanism. Whether we develop the logging component in-house or use a third-party logging component, we must evaluate the logging components against certain criteria. In a nutshell, the following criteria are features of a good logging package: • Configuration: Logging components may support programmatic and file-based configuration. The latter is better, as it allows us to avoid changing our source code to switch to a different type of logging behavior. Also, the logging package should support dynamic configuration as opposed to static configuration. Dynamic configuration enables us to change logging behavior without taking down an application. • Flexibility: A logging package should provide flexibility in terms of what to log and where to log. Also, we should be able to prioritize logging information based on its level of importance. We require a logging package that supports multiple loggers and multiple levels of messages, and is capable of publishing logging messages to various destinations.
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 • Output: The way that a logging package can output logging information to a preferred destination is important for the success of the package. We must carefully consider how flexible the logging package is in terms of output formats and destinations. • Ease of use: However good the design of a logging package may be, if it is not easy to use, chances are that anyone working on or using the application will not use it. So we need to evaluate any logging package in terms of its ease of use.
 
 Popular Java-Based Logging APIs Experience has taught people the importance of application logging, and how to write welldesigned logging code. Once logging concepts were proven successful, they were put into use as generic logging APIs. A few Java-based logging APIs are available in the market. Some of them are proprietary, and some are open source. Out of all the available APIs, the following are most popular in the Java community.
 
 JDK Logging API JDK has its own logging API in its java.util.logging package. This API originated from the JSR 47. The JDK logging API is, in essence, a scaled-down version of Apache log4j (discussed in the next section). The logging concepts captured in this API involve logging levels and different logging destinations and formats. The JDK logging API is well suited for simple applications with simple logging requirements. Despite a few limitations, this API provides all the basic features that you need to produce effective logging information.
 
 Apache log4j Apache log4j is an open-source logging API. This API, which evolved from the E.U. SEMPER (Secure Electronic Marketplace for Europe) project, is a popular logging package in Java. It allows great control over the granularity of logging statements. A main benefit of this API is that it is highly configurable through external configuration files at runtime. It views the logging process in terms of levels of priorities and offers mechanisms to direct logging information to a great variety of destinations, such as a database, file, console, Windows NT event log, UNIX Syslog, Java Message Service (JMS), and so on. It also allows application developers to choose from various formatting styles, such as XML, HTML, etc. Overall, log4j is a feature-rich, well-designed extendible logging framework, and provides more capabilities than the JDK logging API. For example, the configuration of log4j is much more flexible than that of the JDK logging API. The JDK logging API can be configured only through a properties-style configuration file, but log4j supports both properties- and XML-style configuration. In this book, Chapters 2 through 9 are devoted exclusively to log4j. Chapter 10 will present a comparison between the log4j and JDK logging API.
 
 Commons Logging API The Commons logging API is another logging effort from Apache. The goal of this API is to provide a seamless transition from one logging API to another. Depending upon the presence of a logging framework in the classpath, the Commons logging API will try to use the available API to
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 carry out application logging. The Commons logging API runs its own discovery process to find out which logging API is available in the classpath. It tends to provide the lowest common denominator of any two logging APIs. For example, between log4j and the JDK logging API, it will provide a seamless transition for the features common in both—so we would miss any extra features used in log4j. In terms of operation, the Commons logging API creates a wrapper for all the objects in the logging API. Automatic discovery and wrapper generation are heavyweight processes and tend to slow down the overall performance. This is a more complex logging framework compared to the JDK logging API or Apache log4j, as this API tries to combine the efforts of more than one logging API. Commons offers the flexibility to switch between different logging APIs without changing the source code. But before using it, determine whether you need such flexibility at the cost of added complexity and performance degradation due to the heavyweight nature of the Commons logging API. The Commons logging API represents a great effort to offer a common logging interface; it enables an application to switch to different logging APIs without changes to the application code. Once you understand and appreciate the methodologies that the JDK and Apache log4j logging APIs adopt, you’ll be able to understand the philosophy behind the Commons logging API. Therefore, we will not discuss the Commons logging API further in this book.
 
 The Road Ahead This book is dedicated solely to the discussion of Apache log4j based on version 1.2.9, the latest at the time this book was written. This book will also note the changes and additions anticipated in version 1.3, which is lurking just around the corner. The foundation and the architecture of log4j shall remain the same; the changes mainly incorporate more features into this wonderful API. When you have mastered the basics of Apache log4j, you’ll have no problem transitioning to the new version.
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 Understanding Apache log4j T
 
 he Apache log4j implementation is a highly scalable, robust, and versatile logging framework. This API simplifies the writing of logging code within an application, yet allows the flexibility of controlling logging activity from an external configuration file. It also allows us to publish logging information to desired granularity depending on the detail of the logging information suitable to each application. We can tailor the granularity of logging activity suitable for the development phase or the deployment phase of an application without having to change the source code. It is possible to switch over to a different logging behavior by only changing a few configuration parameters. Apache log4j is also capable of publishing logging information to various destinations such as files, consoles, and NT event logs. Moreover, logging information can even be distributed over Java Message Service (JMS) or Java Database Connectivity (JDBC), or can be output to a TCP/IP socket. This API lets us take logging information and publish or print it in different formats and layouts that are human-readable and reusable by any error-handling and analyzer program. The scalability aspect of log4j allows developers to enhance the capability of logging by creating new logging destinations and unique formats and layouts. Although using the log4j framework is easy, it demands certain methods and practices be adopted for the best possible results. In this chapter, we will discuss the overall architecture of the log4j framework and different objects within the API, and examine in detail the application and usage of the core logging objects.
 
 Installing log4j Apache log4j is an open-source project from Apache. You must meet the following criteria to successfully install and use log4j: • Get the latest version of the log4j binary distribution from http://jakarta.apache.org/log4j. The examples and concepts in this book are based on the log4j version 1.2.9 release. You may obtain any later version of log4j, if available, and still be able to follow the examples in this book. • Apache log4j is JDK 1.1.x compatible. Make sure you have the appropriate JDK version downloaded to your machine. Any version of JDK can be downloaded from http://java.sun.com. • You need a JAXP-compatible XML parser to use log4j. Make sure you have Xerces.jar installed on your machine.
 
 ■Caution The latest version of Xerces requires you to download JDK 1.2.x. 9
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 CHAPTER 2 ■ UNDERSTANDING APACHE LOG4J
 
 • The e-mail–based logging feature in log4j requires the Java Mail API (mail.jar) to be installed on your machine. Apache log4j is tested against version 1.2 of the Java Mail API. • The Java Mail API will also require that the JavaBeans Activation Framework (activation.jar) be installed on your machine. • The JMS-compatible features of log4j will require that both JMS and JNDI (Java Naming and Directory Interface) be installed on your machine. Once you have acquired and installed all the required .jar files, you must make sure that all these resources are available within the classpath of the Java runtime.
 
 Overview of the log4j Architecture The architecture of the log4j API is layered. Each layer consists of different objects performing different tasks. The top layer captures the logging information, the middle layer is involved in analyzing and authorizing the logging information, and the bottom layer is responsible for formatting and publishing the logging information to a destination. In essence, log4j consists of three types of primary objects: • Logger: The Logger object (known as the Category object in releases prior to log4j 1.2) is responsible for capturing logging information. Logger objects are stored in a namespace hierarchy. I’ll discuss this topic further in the “Logger Object” section of this chapter. • Appender: The Appender object is responsible for publishing logging information to various preferred destinations. Each Appender object will have at least one target destination attached to it. For example, a ConsoleAppender object is capable of printing logging information to a console. • Layout: The Layout object is used to format logging information in different styles. Appender objects utilize Layout objects before publishing logging information. Layout objects play an important role in publishing logging information in a way that is human-readable and reusable. The preceding core objects are central to the architecture of log4j. Apart from them, there are several auxiliary objects that can plug and play to any layer of the API. These objects help manage the different Logger objects active within an application and fine-tune the logging process. Next, let’s go over the principal auxiliary components in the log4j framework that play a vital role in the logging framework: • Level: The Level object, previously referred to as the Priority object, defines the granularity and priority of any logging information. Each piece of logging information is accompanied by its appropriate Level object, which tells the Logger object about the priority of the information. There are seven levels of logging defined within the API: OFF, DEBUG, INFO, ERROR, WARN, FATAL, and ALL. Each level has a unique integer value. The Level values can be arranged in an ascending manner: ALL
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